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CHAPTER – 1 

 

INTRODUCTION 

 

1.1. Setting the Stage  

 

The 21st century digital revolution has created a whole new world for business no matter 

where in the world you operate. In the field of technology development there has been a 

very significant increase in productivity, operations have become more efficient and it is 

cheaper to disseminate products from other countries. Modern business systems can be 

increasingly complex, with cloud computing, artificial intelligence, the Internet of Things 

(IoT), and big data analytics all playing essential roles. They assist organizations in 

enhancing their performance and scaling-up the other way round. However, this progress 

has also ushered in a new age of cyber threats and they are more prevalent, sophisticated 

and damaging as ever before. Big data breaches, ransomware attacks, insider threats, and 

cloud-based vulnerabilities have recently demonstrated that cybersecurity hazards are not 

isolated incidents; they can involve entire company ecosystems. 

 

As we continue through this rapidly evolving digital landscape, cybersecurity governance 

has become a major focus at the organizational level. Nowadays IT security has grown 

beyond the siloes of IT departments and is now much more a concern enterprise-wide 

concerning issues such as legal compliance, corporate accountability, investor confidence, 

brand reputation and operational resilience. Governance: Cybersecurity governance speaks 

to the way organization’s structure, oversee, and enforce their cybersecurity strategies — 

essentially how technical controls are tied to management oversight and policy 

enforcement. Must Read: Cyber risks have transformed from an IT concern into non-linear 

threat that can impair the enterprise value and reputation, and as a result, boards of directors 

and executive leadership are often implicated in cyber risk management gone bad — 

making cybersecurity governance part of a fiduciary responsibility. Security is also 
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complicated by regulatory frameworks that change across jurisdictions, which often 

involve complex inter-jurisdictional bodies in the case of multinational corporations. 

Including “the General Data Protection Regulation (GDPR)” of the European Union, “the 

California Consumer Privacy Act (CCPA)” in the United States, China's Cybersecurity 

Law as well many other national or regional data protection laws. This leads to regulatory 

fragmentation and compliance complexity — each regime has different standards, 

obligations, enforcement processes and penalties. For example, with the pressure to comply 

with “GDPR,” companies that do not may face upwards of €20 million1 or 4%1 of the 

organization's global revenue and U.S. laws are beginning to hold organizations 

accountable for data breaches through fines and class-action lawsuits2. However, such a 

legal vacuum reinforces the need for complex governance processes allowing corporations 

to manage in compliance with existing international law, and yet create an internally 

harmonious corporate strategy. 

 

The present dissertation focuses on examining the understanding and significance of 

cybersecurity governance in legal terms as well as its context in the contemporary global 

business setting. It also looks at how multinationals are taking on this complex patchwork 

of laws and enforcing robust governance structures to better prevent breaches, comply with 

shifting legal requirements, and maintain stakeholder trust in an ever more digitalized and 

interwoven global business environment. 

 

 

 

 

 

 

 

 

 
1 “GDPR Fines / Penalties, Intersoft Consulting. Available at: https://gdpr-info.eu/issues/fines-penalties/, 

Last Accessed on: 25-07-2025”  
2 “Access to European Union law. Available at: https://eur-lex.europa.eu/eli/reg/2016/679/oj, Last Accessed 

on: 25-07-2025” 

https://gdpr-info.eu/issues/fines-penalties/
https://eur-lex.europa.eu/eli/reg/2016/679/oj
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1.2. Research Problem 

 

As organizations around the world integrate digital tools into their day-to-day operations 

and reshape their governance practices, they continue to face substantial difficulties in 

managing cybersecurity at a structural level. These difficulties are not one-dimensional—

they stem from having to navigate a patchwork of regulatory systems across borders, adapt 

internal strategies to evolving compliance standards, and build a work culture that 

recognizes cybersecurity as a shared responsibility. Conflicts between jurisdictions, 

misalignment within internal governance layers, and increasing legal risks highlight a 

major shortfall in how cyber threats are governed at the top levels of management. 

 

This research focuses on how globally operating companies can design cybersecurity 

governance models that not only fulfill diverse legal obligations but are also resilient 

enough to function across complex regulatory environments. It explores the development 

of governance systems that are not only legally sound but agile enough to respond to real-

world operational demands and international scrutiny. 

 

Given the rapid pace at which digital transformation is reshaping industries, this study 

carries significant importance for a wide range of stakeholders. 

 

For business leaders, it offers practical guidance on aligning cybersecurity practices with 

legal and governance expectations. It illustrates how organizations can go beyond surface-

level compliance to build more durable and adaptive risk management structures. 

 

For regulatory bodies and policymakers, the insights provided support the design of better-

aligned cybersecurity regulations—ones that can accommodate global operations while 

remaining enforceable and context-aware. The study highlights the urgent need for 

consistent, flexible legal frameworks capable of keeping up with technological evolution. 
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Academically, the dissertation contributes to an increasingly critical conversation where 

law, digital innovation, and governance intersect. It helps lay the groundwork for deeper 

exploration into how companies can embed legal awareness and cybersecurity 

responsibilities into their decision-making processes and governance culture. 

 

At its core, this work aims to uncover how leading international firms embed cybersecurity 

into their broader legal and operational strategies. The intention is not only to inform 

governance best practices but also to influence how future legal and regulatory systems 

evolve in a digital-first economy. 

 

 

1.3. Objectives of Research 

 

i. To critically examine the cybersecurity governance frameworks used by top global 

corporations. 

ii. To assess how legal and regulatory systems influence the development and 

deployment of these frameworks. 

iii. To highlight the key challenges corporations face in implementing governance 

systems and propose strategic and legally compliant solutions. 

iv. To contribute actionable insights to corporate policymakers, regulators, and 

scholars seeking to bridge legal theory with practical governance execution. 

 

 

1.4. Hypothesis 

 

i. Legal compliance is the primary catalyst for the adoption and evolution of 

cybersecurity governance in global corporations. 

ii. Jurisdictional conflicts and fragmented international regulations significantly 

hinder unified governance implementation. 

iii. Corporate exposure to legal and reputational risks due to cyber incidents 

incentivizes the formalization of comprehensive governance models. 
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1.5. Literature Review 

The motivation for this research stems from identifiable shortcomings in existing 

literature, notably in relation to the outlined research problem, which reveal critical 

gaps warranting further investigation. 

 

i. EU “General Data Protection Regulation” (“GDPR”): “A Compliance and 

Implementation Guide – IT Governance Privacy Team (2021)”3 

In a 4th revision this year, “The EU General Data Protection Regulation (GDPR)”: A 

Compliance and Implementation Guide by the IT Governance Privacy Team provides 

detailed explanations within a comprehensive roadmap to compliance for organizations 

hoping to fully comply with “GDPR”. The guide is written in a straightforward accessible 

style which addresses the complex provisions of the Regulation providing great value for 

compliance officers, legal teams and IT governance professionals. 

 

De Groot takes the reader through the entirety of the “GDPR”, starting from a concise list 

of roles and responsibilities of data controllers and processors to in-depth guidance on 

international data transfers (and lawful mechanisms including adequacy decisions, 

standard contractual clauses, binding corporate rules etc). In a further section, it profiles 

the array of data subject rights — from access and erasure to portability and informed 

consent — cross-referencing each right to the relevant “GDPR” articles. 

 

This guide is unique because it focuses on operational. Instead of simply restating legal 

requirements, it breaks them into practical steps, such as process mapping data flows; 

conducting Data Protection Impact Assessments (DPIAs); how to train staff; what 

 
3 “IT Governance Publishing, United Kingdom, 2021. Available at: 

https://www.itgovernanceusa.com/download/EU-GDPR-Implementation-and-Compliance-Guide.pdf, Last 

Accessed on: 25-07-2025” 

https://www.itgovernanceusa.com/download/EU-GDPR-Implementation-and-Compliance-Guide.pdf
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compliance documentation must be made. In other words, it provides a bridge between the 

text of the regulation and operational processes taking into account common governance 

functions of enterprises. 

 

The director's handbook underscores that, in the realm of cybersecurity governance, 

complying with data protection legislation is not simply a legal requirement but an 

imperative risk mitigation strategy. The story underscores the need for sound governance 

that complies with “GDPR” to protect brand, ensure accountability to regulators and build 

confidence among stakeholders. The book also deals with regulatory fragmentation which 

is an issue for multinational corporations and provides frameworks to help in aligning 

internal policies with the wide array of cross-border obligations. 

 

Translates legal mandates into concrete governance actions, providing a blueprint for 

compliance and a tool to improve effectiveness at governing and secure data by putting 

privacy first in our modern interconnected and regulation-driven business environment. 

 

a. Contribution: Provides detailed compliance checklists, specific regulatory 

guidelines, and clarity on “GDPR” requirements essential for corporations. 

b. Gap: Does not sufficiently address strategic integration into corporate 

governance practices. 

c. Our Coverage: Deliver empirical mapping and analysis demonstrating 

strategic alignment of “GDPR” within board oversight and integrated 

enterprise risk management frameworks. 
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ii. Comprehending Privacy – Daniel J. Solove (2008)4 

 

Daniel J. Solove grapples with defining privacy amidst the rise of connecting technologies 

in his work Understanding Privacy (2008). Solove argues that privacy is not unified but 

multiple, and that one cannot summarize its essence in any given principle — an idea he 

draws upon from Ludwig Wittgenstein's notion of "family resemblance". These forms of 

privacy are bundled by common operational characteristics and not a singleton essence 

 

Instead of seeking the perfect grand, top-down account — as in the right to privacy, data 

protection or intimacy — Solove proposes a more modest one from below. And he does 

this using philosophical pragmatism (in particular John Dewey) giving privacy a 

foundation in everyday events where information is collected, treated and used 

 

While Solove conceptualizes privacy through a full taxonomy, e.g., information collection, 

information processing dissemination and invasion, each of these nodes can also be sites 

of harm. His categorization thus offers clear guidelines in diagnosing new threats as 

surveillance, data aggregation and identity theft; breaches of confidences; the erosion of 

personal security in privacy, confidentiality or data protection terms by hostile intrusion. 

 

Most importantly, Solove changes the way we think about privacy. Moving beyond the 

emphasis on individual rights, he posits that privacy advances the good of a society—it 

shields communities from potential incursion and upholds standards of public as well 

 
4 “Harvard University Press, Cambridge, MA, USA, 2008. Available at: 

https://www.hup.harvard.edu/books/9780674035072, Last 

Accessed on: 25-07-2025” 

https://www.hup.harvard.edu/books/9780674035072
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private domains. This re-focus helps to illuminate approaches to policy and law that 

understand privacy less as an individual claim than guarantor for all. 

 

Understanding Privacy, in short, provides a functional schema for an articulated and 

ontologically sensitive understanding of how we should conceptualize privacy. Solove's 

attention to the many very real harms of privacy and his delivery of a dynamic framework 

that negotiates previously and currently unforeseen changes in our digital realities position 

him as an essential voice to scholars, policymakers, and everyday individuals attempting 

to find their way through the thicket of privacy in modern society. 

 

a. Contribution: Offers foundational theoretical and legal insights into privacy 

rights, protection, and principles that underlie cybersecurity frameworks. 

b. Gap: Lacks robust practical guidance for embedding privacy management 

into corporate governance. 

c. Our Coverage: Examines real-world governance structures and operational 

strategies of leading corporations that effectively embed privacy principles 

into cybersecurity practices. 

 

 

 

iii. Privacy Law – Paul M. Schwartz & Daniel J. Solove (2019)5 

 

Privacy Law Fundamentals (2019), a short and authoritative guide to the intricate field of 

privacy and data protection law by Daniel J. Solove and Paul M. Schwartz; This book is a 

distillation of massive legal frameworks into a concise, quick reference guide for lawyers 

and non-lawyers who routinely interact with privacy issues, privacy professionals in the 

public and private sectors, policymakers looking to understand the law and engage with 

 
5 “Privacy Law Fundamentals 2019. Available at:  https://www.informationprivacylaw.com/wp-

content/uploads/2019/05/Solove-Schwartz-Privacy-Law-Fundamentals-2019-table-of-contents.pdf,  

Last Accessed on: 25-07-2025” 

https://www.informationprivacylaw.com/wp-content/uploads/2019/05/Solove-Schwartz-Privacy-Law-Fundamentals-2019-table-of-contents.pdf
https://www.informationprivacylaw.com/wp-content/uploads/2019/05/Solove-Schwartz-Privacy-Law-Fundamentals-2019-table-of-contents.pdf
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those working toward solutions to advance free speech, national security, innovation, 

liberty or global trade. 

 

The book is organized into twelve thematic chapters, covering the most significant features 

of privacy regulation: Media Privacy Law Enforcement and National Security Health 

Information under HIPAA Government Data such as the Privacy Act and FOIA Financial 

Privacy (Gramm-Leach-Bliley) Consumer Data Laws State Regulation of Commercial 

Data Security and Breach Notification Country Reports FERPA Workplace Privacy 

International privacy protection instruments (OECD Guidelines, APEC Principles, EU 

Directives) Each chapter offers lucid exposition and analysis of the core legal elements, 

key statutory provisions, leading cases, comparative charts reflecting variations in 

enforcement mechanisms, private rights of action, preemptive doctrines and remedies. 

 

The difference with this volume is that it does so in a very user friendly, clear manner. 

Rather than tangling readers up with heavy legal analysis, Solove and Schwartz provide 

concise explanations, flow charts and tables that are the kind of resource best suited to 

sitting on someone's desk for quick checking in. In using these threads to stitch together 

the fractured weaving the authors have created a practical tool, not merely a legal reference, 

that will allow us to navigate privacy law compliance in an increasingly data-fueled 

universe. 

 

a. Contribution: Explores U.S. data privacy laws comprehensively, outlining 

regulatory frameworks and their practical implications. 

b. Gap: Insufficient comparative examination of how differing international 

laws influence corporate governance strategies. 

c. Our Coverage: Conducts comparative jurisdictional analysis detailing how 

global corporations effectively manage compliance across diverse 

international legal environments. 
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iv. The NIST Cybersecurity Framework – Alan Calder (2018)6 

 

It is a fully updated concise introduction to the U.S. National Institute of Standards and 

Technology's Cybersecurity Framework (CSF), following the version 1.1 release in April 

2018 -- NIST Cybersecurity Framework: A Pocket Guide (2018). Written for individuals 

ranging from beginners to experienced professionals, the guide takes the nuanced CSF and 

translates it into a form that organizations can apply to build, test and mature their 

cybersecurity programs. 

 

Calder discusses the five functions (Identify, Protect, Detect, Respond and Recover) of the 

Framework Core of the NIST framework along with their respective categories and 

subcategories that provide a structure for desired cybersecurity results. He then describes 

how organizations can use the Framework Profiles to define their cybersecurity status 

(Current Profile) and where they want to be (Target Profile), as well as Implementation 

Tiers which inform an organization’s level of cybersecurity maturity. 

 

In addition to structure, the book provides advice on how to use the CSF with other 

governance and risk management frameworks, including international standards such as 

ISO 27001 and ISO 22301. Calder also covers changes from Version 1.0 to 1.1, a glossary 

of key terminology, and some additional resources for further reading. 

 

Calder bridges the gap between theoretical CSF and practical advice, grounding the journey 

to becoming a cyber secure organization, but also providing guidance on how to make this 

possible through organizational governance. 

 
6 “IT Governance Publishing, United Kingdom, 2018. Available at: 

https://www.itgovernanceusa.com/shop/product/nist-cybersecurity-framework-a-pocket-guide, Last 

Accessed on: 25-07-2025” 

 

https://www.itgovernanceusa.com/shop/product/nist-cybersecurity-framework-a-pocket-guide
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a. Contribution: Presents clear, actionable guidelines for implementing 

cybersecurity risk management according to NIST standards. 

b. Gap: Limited exploration of fiduciary responsibilities and board-level 

strategic implications. 

c. Our Coverage: Investigates and clarifies how leading corporations integrate 

NIST standards strategically at the governance level, particularly 

emphasizing board accountability. 

 

 

v. ISO/IEC 27001:2022 – Edward Humphreys (2022)7 

 

Edward Humphreys offers a comprehensive, hands-on guide to implementing the ISO/IEC 

27001:2022 standard in today's organizations with Implementing the ISO/IEC 27001 

Information Security Management System Standard (3rd ed., 2022 update). Authored by 

one of the principal architects of the standard, this book provides professional guidance 

and insight to help security leaders implement both technical design and policy in a proper 

way, being an indispensable resource for CISOs, compliance managers, and auditors. 

 

Information technology — Security techniques — Information security management with 

ISO/IEC 27001 deals with the essentials of information security and positions ISO/IEC 

27001 in relation to the rest of the ISO/IEC 27000 family, including other standards for 

controls (ISO/IEC 27002) and risk management (ISO/IEC 27005). Humphreys helps you 

build the business case for an Information Security Management System (ISMS) and 

support it with policies that directly link IT security objectives to organizational objectives 

as well as tactical and strategic plans of action. 

 

 
7 “ISO Central Secretariat, Geneva, Switzerland, 2022. Available at: https://www.iso.org/standard/27001, 

Last Accessed on: 25-07-2025” 

https://www.iso.org/standard/27001
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Key chapters discuss leadership and governance, risk management and treatment, resource 

allocation, and awareness/exercise. It also looks at operational considerations such as 

controls, performance monitoring, internal audits and ongoing improvement. Add to it a 

library of case studies, checklists and benchmarking tools that help with certification 

efforts. 

 

Building on 2022 amendments, Humphreys revises the ISMS to extend discussion supply 

chain security and cloud resilience & emerging cyber threats to keep it relevant in an ever-

changing business environment. The book presents a roadmap to the development of a 

resilient, audit-ready ISMS that not only meets compliance requirements but also 

encompasses practices for enduring business continuity. 

 

a. Contribution: Comprehensive guide to Information Security Management 

Systems (ISMS), offering in-depth coverage of certification and compliance 

mechanisms. 

b. Gap: Fails to adequately illustrate the strategic role of ISO standards within 

high-level corporate governance decision-making. 

c. Our Coverage: Provides detailed assessment and practical case studies 

demonstrating how ISO/IEC 27001 is strategically operationalized at the 

board level, guiding policy decisions and resource allocation. 

 

 

vi. Corporate Governance and Ethics – Zabihollah Rezaee (2009)8 

 

In Corporate Governance and Ethics (2009) Zabihollah Rezaee provides a framework that 

includes essential components for the principles of corporate governance, as well as it 

 
8 “Wiley, Hoboken, NJ, USA, 2009. Available at:  https://www.wiley.com/en-

in/Corporate+Governance+and+Ethics-p-9780471738008, Last Accessed on: 25-07-2025” 

 

 

https://www.wiley.com/en-in/Corporate+Governance+and+Ethics-p-9780471738008
https://www.wiley.com/en-in/Corporate+Governance+and+Ethics-p-9780471738008
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merges concepts underlying business ethics. This guide to governance for the twenty-first-

century company which reflects the Green Paper and considers other recent developments 

in corporate governance discusses the theory behind it, so-called best practices, and which 

principles work properly or badly – applicable globally. 

 

Topics Include Rezaee’s analysis of what he calls the “four cornerstones” of governance 

and ethics: the roles and responsibilities of boards, management, auditors, and oversight 

bodies like the PCAOB. He covers concrete tools - board independence, audit committee 

oversight, executive pay, and shareholder rights—while drawing broader lessons for 

leadership in public, private or nonprofit organizations. The text emphasizes how the 

governance structure can be a tool for more transparency, accountability and stakeholder 

trust. 

 

The book bridges that theory with real-world practice; it provides practical advice on how 

to embed and enforce ethical policies throughout organizations, align best practices in IT 

governance with developing technologies, and ensure ongoing compliance as government 

regulators become more active in stimulating shareholder activism. By the time you are 

finished with the publication, you have been given both depth of understanding in these 

concepts and insight into how this can be achieved, thereby providing readers with a full 

range to construct governance systems that are both ethically grounded and operationally 

enabled. 

 

a. Contribution: Offers foundational insights into corporate governance 

practices and ethical considerations essential for robust business conduct. 

b. Gap: Does not extensively consider cybersecurity within its governance and 

ethical frameworks. 

c. Our Coverage: Integrates cybersecurity as a core ethical responsibility 

within governance frameworks, providing detailed examples and strategic 

implications for ethical decision-making. 



22 
 

 

 

vii. The Handbook of Board Governance – Richard Leblanc (2016)9 

 

Richard LeBlanc (2016) edited The Handbook of Board Governance, a guide for directors 

in public, private and nonprofit organizations that integrates academic research and 

practical insights from governance scholars. It covers the broad topic of what boards of 

directors can and should do to be most effective in their oversight responsibilities – from 

the tasks of hiring great CEOs and board chairs, setting high standards for director 

competences, independence and boardroom dynamics generally. 

 

This initiative addresses some of the most pressing governance issues facing organizations 

today, such as climate and sustainability oversight, technology and cybersecurity 

leadership, strategic planning, financial and risk governance, executive compensation and 

human capital management. Sector-specific issues, such as non-profit governance, 

shareholder activism and the governance of SMEs are identified; however, so too are more 

general legal duties and fiduciary responsibilities that apply within the context in which 

organizations operate. 

 

LeBlanc's book is comprehensive and forwards deep-rooted as well as recent board-room 

advancements. It consists of practices to guide directors through changing expectations, 

adjust to sector-specific requirements and embed responsibilities into governance 

frameworks that promote accountability, strategic agility and stakeholder confidence. 

a. Contribution: Extensive coverage of diverse board governance practices, 

frameworks, and oversight mechanisms. 

 
9 “Wiley, Hoboken, NJ, USA, 2016. Available at:  https://www.wiley.com/en-

in/The+Handbook+of+Board+Governance%3A+A+Comprehensive+Guide+for+Public%2C+Private%2C+

and+Not+for+Profit+Board+Members-p-9781118895504, Last Accessed on: 25-07-2025” 

https://www.wiley.com/en-in/The+Handbook+of+Board+Governance%3A+A+Comprehensive+Guide+for+Public%2C+Private%2C+and+Not+for+Profit+Board+Members-p-9781118895504
https://www.wiley.com/en-in/The+Handbook+of+Board+Governance%3A+A+Comprehensive+Guide+for+Public%2C+Private%2C+and+Not+for+Profit+Board+Members-p-9781118895504
https://www.wiley.com/en-in/The+Handbook+of+Board+Governance%3A+A+Comprehensive+Guide+for+Public%2C+Private%2C+and+Not+for+Profit+Board+Members-p-9781118895504
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b. Gap: Limited practical and detailed case studies or examples explicitly 

focused on cybersecurity. 

c. Our Coverage: Includes detailed analyses and real-world examples of 

effective board-level cybersecurity governance, highlighting practical 

implementations, successes, and strategic training initiatives. 

 

 

viii. Cybersecurity and Cyberwar – P.W. Singer & Allan Friedman (2014)10 

 

Cybersecurity and Cyberwar: What Everyone Needs to Know (2014) by P. W. Singer and 

Allan Friedman is an approachable overview of the security threats facing us in the digital 

age. Woven Among Three Overarching Questions of How Cyberspace Works, Why It 

Matters and What can be Done, this book successfully synthesizes Real-world Case Studies 

with the Proud Tradition Of illuminating Policy about Technology and Strategy Making. 

 

Part 1 starts with the basics: how to piece together the physical and virtual architecture of 

the internet, an understanding of core concepts (like identity and authentication), and 

common vulnerabilities (including phishing attacks and advanced persistent threats). 

Drawing on important examples, including the Stuxnet worm and actions by groups such 

as Anonymous, this part shows both aspects of the stakes: why cyber-attacks are emerging 

as a real tool in inter-state relations and a revealing test case for broader geopolitical, 

economic and societal implications; alongside of some limitations to pin responsibility 

down online. 

 

The last part moves on to what can be done, calling for a model of shared responsibility 

from all — government, business and individuals. It considers possible answers — in areas 

 
10 “Oxford University Press, Oxford, United Kingdom, 2014. Available at: 

https://global.oup.com/academic/product/cybersecurity-and-cyberwar-9780199918096, Last Accessed on: 

25-07-2025” 

https://global.oup.com/academic/product/cybersecurity-and-cyberwar-9780199918096
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such as a cyber-treaty, public-private information exchange and better cyber hygiene and 

resilience measures — while recognizing that technology fixes alone are inadequate. 

 

Singer and Friedman apply that exact formula in their brilliant analysis of the world of 

cyber conflict as an epoch-making event, giving rise to this impressive assessment that we 

all need ringing in our ears if there is to be peace on earth and a life worth living. 

 

a. Contribution: Provides extensive insights into cybersecurity threats, 

geopolitical implications, and cyberwarfare contexts. 

b. Gap: Does not extensively integrate these concepts with corporate 

governance strategies and legal compliance practices. 

c. Our Coverage: Bridge these critical concepts by exploring explicit 

intersections between governance, compliance, and strategic cybersecurity 

management within leading corporations. 

 

 

 

ix. Law and Policy for the Quantum Era – Chris Jay Hoofnagle & Simson Garfinkel 

(2021) 11 

 

Chris Jay Hoofnagle and Simson L. Garfinkel, Law and Policy for the Quantum Age (2021) 

This book considers how quantum information science (QIS) — including quantum 

sensing, computing, and communication technologies will produce legal, policy 

contributions to national security. The book is written for non-technical readers from 

policymakers, lawyers and business leaders down to college students with a good head on 

 
11 “Cambridge University Press, Cambridge, United Kingdom, 2021. Available at:  

https://www.cambridge.org/core/books/law-and-policy-for-the-quantum-

era/967EED8C973D2D20C0121D7B32CEBBA5, Last Accessed on: 25-07-2025” 

https://www.cambridge.org/core/books/law-and-policy-for-the-quantum-era/967EED8C973D2D20C0121D7B32CEBBA5
https://www.cambridge.org/core/books/law-and-policy-for-the-quantum-era/967EED8C973D2D20C0121D7B32CEBBA5
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their shoulders, and explains complex quantum concepts not only in accessible terms but 

also the real implications of each one. 

 

Further out but nonetheless important for state security, the authors believe that quantum 

sensing is the low-hanging fruit here (atomic clocks, advanced imaging) and has already 

changed dramatically surveillance and measurement. Quantum computers aren't about to 

run roughshod over existing encryption, however: The researchers argue the notion is just 

so much hype, pointing that any such scalable quantum computer is likely years (or 

decades) away. They also clamor of a coming “quantum winter”, wherein enthusiasm 

would freeze, as might funds put forth towards practical progress if that has yet to come in 

the near-term future. 

 

Divided into two sections, the first examines the principal elements necessary underpinning 

quantum technologies and their potential as well as possible applications in business while 

the latter Section discusses how these can be effectively regulated and what are strategic 

interests and requirements of States. Hoofnagle and Garfinkel offer timely encouragement 

for governance to get ready, before QIS shake it up — which provides readers with a lesson 

on how things work in the world of new science as well as advise on how to design that 

integration into society. 

 

a. Contribution: Delivers forward-thinking analysis of future cybersecurity 

legal frameworks and technological challenges related to quantum 

computing. 

b. Gap: Offers limited practical guidance for immediate application in current 

cybersecurity governance practices. 

c. Our Coverage: Propose actionable, practical recommendations for current 

governance adaptation, preparing organizations proactively for forthcoming 

quantum-era cybersecurity challenges. 
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x. Cybersecurity Law – Jeff Kosseff (2022)12 

 

Cybersecurity Law (3rd ed., 2022) Jeff Kosseff examines This third edition of 

Cybersecurity Law provides a comprehensive examination across U.S. statutes, 

regulations, case law precedents; international considerations are also addressed within the 

text. Intended for both legal practitioners and academics, the book combines theory with 

practical cases to help readers in negotiating a complex and ever-changing legal landscape. 

 

Kosseff talks about bedrock topics like the Federal Trade Commission’s pursuit of data 

security as an unfair business practice under Section 5, pivotal cases such as Wyndham and 

LabMD, and federal anti-hacking laws like the Computer Fraud and Abuse Act (CFAA), 

DMCA, and ECPA. The book also benefits from its added focus on privacy and cross-

borders data-protection frameworks, touching an area where cyber-insurance meets global 

compliance. 

 

The 2022 version includes current issues, such as Ransomware laws, IoT security 

regulation and new frameworks like the Cybersecurity Maturity Model Certification and 

NIST Privacy Framework. The text next discusses timely issues, including new SEC 

cybersecurity rules, the Cyber Incident Reporting for Critical Infrastructure Act, revamped 

FTC consent decrees and changing case law concerning geofence warrants, keyword 

warrants and CFAA interpretations. 

 

 
12 “Wiley, Hoboken, NJ, USA, 2022. Available at:  https://www.wiley.com/en-

us/Cybersecurity+Law%2C+2nd+Edition-p-9781119817598, Last Accessed on: 25-07-2025” 

 

 

https://www.wiley.com/en-us/Cybersecurity+Law%2C+2nd+Edition-p-9781119817598
https://www.wiley.com/en-us/Cybersecurity+Law%2C+2nd+Edition-p-9781119817598
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Through a unique blend of detailed legal analysis and real-world examples, Professor 

Kosseff provides (at once) a reference guide and training manual for understanding and 

applying Cyber Security Law to the digitally networked world as it has evolved. 

 

a. Contribution: Comprehensive legal overview, detailing cybersecurity 

regulations, compliance mechanisms, and liability frameworks. 

b. Gap: Provides limited comparative analysis regarding multinational 

corporations' strategies for cross-border cybersecurity governance. 

 

c. Our Coverage: Deliver extensive comparative analysis detailing how top 

global corporations manage cybersecurity compliance across varying 

jurisdictions, identifying best practices, challenges, and strategic insights. 

 

The evolving academic discourse on corporate governance increasingly recognizes 

cybersecurity as a critical component of directors' fiduciary duties. Scholars like Rodrigues 

(2020) and Bainbridge (2021) contend that inadequate oversight of cybersecurity risks may 

amount to a breach of the duty of care. Accordingly, corporate boards are now expected 

not merely to acknowledge cyber threats but to actively oversee preparedness strategies 

and incident response protocols. 

 

Effective cybersecurity governance is closely tied to the presence of robust internal 

controls, formalized security policies, and regular legal audits—functions typically 

managed by audit and risk committees. Legislative measures like “the U.S. Sarbanes-Oxley 

Act (SOX)” and “the UK Corporate Governance Code” underscore the necessity of 

performing board-level risk assessments, particularly concerning cybersecurity. 

Nevertheless, there remains a notable lack of empirical evidence on how boards 

operationalize these legal obligations into actionable governance structures and strategic 

decisions. 
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Although a substantial body of regulatory and technical literature exists, it largely falls 

short of addressing how legal compliance frameworks are effectively integrated into 

corporate cybersecurity governance—particularly within the context of multinational 

enterprises. Much of the current scholarship treats regulatory compliance and technical 

execution as separate domains, failing to capture their convergence at the boardroom level 

or within internal audit and enterprise risk management systems. 

 

Moreover, comparative empirical studies that explore how multinational corporations 

govern cybersecurity across varying legal jurisdictions are limited. Research is also lacking 

on how legal mandates shape corporate cybersecurity culture in practice. These gaps 

highlight the pressing need for interdisciplinary inquiry that unites perspectives from law, 

governance, and information security. 

 

 

 

1.6. Research Methodology 

 

This study adopts a doctrinal, non-empirical methodology, primarily grounded in legal and 

comparative analysis. It evaluates the cybersecurity governance practices of five leading 

multinational technology companies—Apple, Microsoft, Amazon, Alphabet, and Meta—

selected for their cross-border operations, digital infrastructure, and industry influence. 

 

Sources include corporate reports, ESG filings, board disclosures, compliance frameworks, 

and relevant legal texts. The research is supported by academic literature, policy papers, 

and regulatory commentary. Through these, the study aims to map governance models, 

highlight jurisdictional adaptations, and uncover compliance best practices. 

 

Limitations: 

 

Limitations include the absence of primary data collection (e.g., interviews), evolving 

regulatory standards that may impact the applicability of findings over time, ethical and 



29 
 

cultural dimensions, selected sample may not represent the practices of smaller or non-tech 

entities, technical dimensions of cybersecurity implementation (e.g., encryption protocols, 

software tools) are beyond the scope of this legal-governance-focused study and restricted 

access to proprietary internal corporate governance documents.  

 

Despite these limitations, the study offers a well-rounded analysis by synthesizing legal 

frameworks, governance disclosures, and comparative case evaluations to provide a clear 

picture of cybersecurity governance at the global level. 
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CHAPTER – 2 

 

CYBER SECURITY GOVERNANCE: CONCEPTUAL AND LEGAL 

FOUNDATIONS 

 

Cybersecurity governance is a critical area of oversight and risk-management within the 

larger purview of corporate governance, as data breaches continue to increase at an 

alarming rate. While traditional forms of governance around the topics of financial 

performance, regulatory compliance and operational transparency are well captured by 

conventional means, a coexistent and parallel form is now needed to support this digital 

age corporation in relation to the security, integrity and resilience of its information assets. 

This is where cybersecurity governance fulfills the need integrates technical risk 

management with strategic leadership and legal accountability. 

 

At its core, cybersecurity governance is about the implementation of formalized procedures 

and organized mechanisms to ensure that information systems are secure for 

confidentiality, integrity and availability. The realm of governance also includes C-level 

oversight and board-level oversight extends beyond IT teams and the security specialists. 

Successful cybersecurity governance involves aligning an organization's strategic 

direction, its risk appetite and the allocation of resources to those entities using these 

techniques within a context that is woven in with the framework established by all other 

components. The evolution of this thought indicates a broader shift in corporate mindset to 

the principle that cybersecurity is no mere technical problem, but rather a holistic business 

issue with substantial legal and reputational ramifications. 

 

One important characteristic of cybersecurity governance is that it is quintessentially 

interdisciplinary. This would be the bridge between Tech / Legal / Ops & Ethics in an 

organization A tailored and well-thought-out governance program. provides a foundation 

to deal with cyber risk proactively while meeting regulatory these requirements. So, 
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including risk-based decision-making ensures that cybersecurity investments are aligned 

with business priorities and threats in the real world. This enables resilience, which leads 

not only to technological systems but more broadly to the operation of a whole business. 

 

Leadership-wise, boards of directors and senior management are supposed to bear a lot of 

oversight for cybersecurity as part of their fiduciary duties. The role of the board in 

cybersecurity governance is now recognized as an essential element of best practice 

corporate governance and failure to anticipate security breaches before or during attacks is 

being acted upon by the courts along with conduct, culture and crime. As a result, 

organizations are starting to spin up board-level cyber risk committees, fold cybersecurity 

into enterprise risk management (ERM) frameworks and require senior leadership to 

participate in cyber awareness campaigns. 

 

It is a matter of, more than anything else, internal leadership and external legal and 

regulatory structures that dictates how cybersecurity governance is both designed and 

enforced. Global norms and good governance provide direction with a degree of flexibility 

but permanently enact regulations including those uniform codes/ movements such as 

“GDPR” and “CCPA” that create benchmarks forcing organizations to comply. These laws 

often detail the security protocols with which organizations must comply, the timeframes 

for notification of a breach and whether any documentation or audit requirements apply. 

Therefore, just like the business cannot operate in a vacuum, neither can Cybersecurity 

Governance. 

 

The global regulatory landscape, disassembled and in perpetual flux as it is, further 

complicates governance for multinational corporations. Specifications vary by location and 

constantly change; adapting to new technologies or breaches you may be familiar with 

from recent headlines. This diversity requires a governance model that is versatile, adaptive 

and capable of supporting many jurisdictional standards while remaining consistent 

throughout the organization. It also underscores the necessity of integrating legal expertise, 

possibly by hiring dedicated compliance officers, engaging external counsel or creating 

cross-functional committees to track legislative changes. 
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Cybersecurity governance intersects with ethical and societal factors. As businesses 

embrace highly developed technologies such as artificial intelligence and machine learning 

to identify and address hazards, people are concerned about transparency, honesty, and 

responsibility in automated decision-making. People are alarmed by the development of 

data analytics because it may lead to privacy breaches, data-sharing relationships, and 

abuse. Consequently, ethical governance is just as crucial as legal and operational 

administration, ensuring that cybersecurity practices uphold human rights and societal 

norms. In addition to corporate standards and laws, regulatory bodies for various sectors 

are creating cybersecurity principles customized to the dangers associated with particular 

industries. The requirements for ICT risk management in the finance industry, such as the 

European Union’s” Digital Operational Resilience Act”, are notably severe. Similarly, the 

healthcare and vital infrastructure sectors have expectations due to the potentially life-

altering repercussions of cyberattacks. Effective governance necessitates appropriateness 

for these sectoral requirements, including custom risk assessments, response strategies, and 

third-party supervision. More than just a compliance problem, good governance is rapidly 

becoming something that businesses can believe. It encourages digital transformation by 

creating a solid foundation for developing and integrating emerging technology. It builds 

client acceptance by demonstrating a commitment to confidentiality and data protection. 

Finally, by aligning practices with accepted norms and expectations, it facilitates 

connection with policymakers and business associates. The ever-expanding scale and 

complexity of cyber risks necessitate organizations that embrace governance as an enabler 

— rather than just a reactive discipline capable of coping with the uncertainties of the 

digital world. 

 

i. Definitions & key principles of cybersecurity governance. 

As per “CISA” “(American Cyber Defense agency – National Coordinator for critical 

infrastructure security and resilience)”,  

 



33 
 

“Cybersecurity governance is a comprehensive cybersecurity strategy that integrates with 

organizational operations and prevents the interruption of activities due to cyber threats 

or attacks. Features of cybersecurity governance include: 

a. Accountability frameworks 

b. Decision-making hierarchies 

c. Defined risks related to business objectives 

d. Mitigation plans and strategies 

e. Oversight processes and procedures”13 

 

Cyber security governance as per “The National Cyber Security Centre, United Kingdom” 

“Cyber security governance is how you control and direct your organisation's approach 

to cyber security. When done well, it will effectively coordinate the activities of your 

organisation, when done badly it will lead to poor and delayed cyber security risk decision 

making. Good cyber security governance enables the flow of cyber security information 

and decisions around the whole of your organisation.” 

“Just as security is the responsibility of everyone within an organisation, security decision 

making can happen at all levels. To achieve this, an organisation's senior leadership should 

use security governance to set out the kinds of security risks they are prepared for staff to 

take, and those they are not”14. 

 

 

“Cyber security definition as per IT governance of United Kingdom” 

 

“Cyber security is the application of technologies, processes, and controls to protect 

systems, networks, programs, devices and data from cyber attacks. 

 
13 “Cybersecurity Governance. Available at:  https://www.cisa.gov/topics/cybersecurity-best-

practices/cybersecurity-governance, Last Accessed on: 25-07-2025” 
14 “What is cyber security governance? Available at:  https://www.ncsc.gov.uk/collection/risk-

management/cyber-security-governance#section_1, Last Accessed on: 25-07-2025” 

https://www.ncsc.gov.uk/blog-post/a-two-part-blog-about-risk-appetites
https://www.ncsc.gov.uk/blog-post/a-two-part-blog-about-risk-appetites
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It aims to reduce the risk of cyber attacks and protect against the unauthorised exploitation 

of systems, networks, and technologies”.15 

 

Cybersecurity governance constitutes a component of corporate governance that focuses 

on the management and oversight of an organization's cybersecurity strategy. It 

encompasses the frameworks, policies, responsibilities, and obligations that ensure the 

protection of digital assets and the management of cyber risks in alignment with the 

organization’s strategic objectives. Unlike traditional IT management, which generally 

emphasizes operations, cybersecurity governance is strategic, focusing on supervision, 

responsibility, and alignment with corporate objectives and legal obligations. 

 

At its essence, cybersecurity governance answers three fundamental questions: 

 

a. Who is responsible for cybersecurity decisions? 

b. How are those decisions made and enforced? 

c. How is success measured and sustained over time? 

 

While the exact definition of cybersecurity governance may vary slightly across industries 

and institutions, it is generally understood as the set of processes and structures that ensure 

an organization’s cybersecurity efforts are aligned with its risk appetite, legal requirements, 

and overall mission. It reflects a shift in understanding cybersecurity not just as a technical 

function, but as a board-level concern that requires clear leadership, strategic investment, 

and a culture of accountability. To ensure effective implementation, cybersecurity 

governance is guided by several key principles: 

 

 

 

 

 

 
15 “What is Cyber Security? Definition and Best Practices. Available at: 

https://www.itgovernance.co.uk/what-is-cybersecurity, Last Accessed on: 25-07-2025” 

https://www.itgovernance.co.uk/what-is-cybersecurity
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ii. Leadership and Accountability 

 

Effective governance starts with leadership. Senior leadership and the board of directors 

need to establish a strong stance by actively participating in cybersecurity governance. This 

involves endorsing cybersecurity policies, distributing resources, and frequently assessing 

cyber risk reports. Accountability should be explicitly outlined, with positions like the 

“Chief Information Security Officer (“CISO”)” directly reporting to senior management. 

16Lacking executive support and commitment, cybersecurity efforts frequently stay 

underfunded or ranked lower in priority. 

 

iii. Risk-Based Approach 

 

A core principle of cybersecurity governance is implementing a risk-based strategy. Not 

every asset or system holds the same significance, and not every threat carries an equal risk 

level. Governance frameworks should emphasize resource allocation and controls 

according to the probability and possible effects of cyber risks. This entails performing 

frequent risk evaluations, recognizing essential assets, and correlating threats to 

weaknesses. A strategy based on risk guarantees that organizations allocate resources 

wisely and safeguard their most important assets. 

 

iv. Compliance and Legal Integration 

 

Governance should make sure that cybersecurity policies and procedures follow all 

applicable laws, rules, and industry standards. This includes rules for protecting data, such 

as the "GDPR," "HIPAA," and "CCPA," as well as rules for certain industries. 

Cybersecurity executives and legal and compliance departments need to work together to 

keep an eye on changes to the law and see how they affect things. Governance frameworks 

 
16 “Chief information security officer. Available at: 

https://en.wikipedia.org/wiki/Chief_information_security_officer, Last Accessed on: 25-07-2025” 
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must create mechanisms for evaluating and amending policies in response to evolving legal 

obligations. 

 

 

v. Strategic Alignment with Business Objectives 

 

Cybersecurity governance is not a siloed activity—it must support the organization’s 

broader strategic objectives. Security measures should be aligned with business initiatives 

such as digital transformation, “cloud” adoption, or international expansion17. Governance 

ensures that cybersecurity is considered in strategic planning and product development, 

enabling innovation without compromising security. Alignment also builds support across 

departments, turning cybersecurity from a barrier into a business enabler. 

 

 

vi. Policy Development and Enforcement 

 

Carefully designed policies are the foundation of cybersecurity governance. Governance 

structures should manage the creation, authorization, and distribution of cybersecurity 

policies that include aspects like access control, incident response, encryption, and 

acceptable use. Crucially, governance goes beyond just creating policies—it must 

guarantee efficient enforcement via monitoring, auditing, and disciplinary systems. 

Transparent repercussions for failing to comply boost responsibility and promote 

conformity. 

 

 

 

 
17 “Should cybersecurity be part of your digital transformation strategy? Available at: 

https://www.techtarget.com/searchsecurity/feature/Should-cybersecurity-be-part-of-your-digital-

transformation-strategy, Last Accessed on: 25-07-2025” 
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vii. Performance Measurement and Continuous Improvement 

 

Organizations need to set up measures to see how well their cybersecurity efforts are 

working as part of governance. The number of incidents found and fixed, the time it takes 

to handle patches, or the percentage of employees who finish their training are all examples 

of key performance indicators (KPIs)18. These indicators help you see how well the 

program is doing and make decisions based on data. Good governance is all about making 

things better all the time. Feedback loops, lessons gained from mishaps, and comparing 

your cybersecurity posture to the best practices in your field all help it get better over time. 

 

viii. Culture and Awareness 

 

Cybersecurity is fundamentally a human issue as much as it is a technical one. Governance 

should promote a security-oriented culture throughout the organization, highlighting 

awareness, training, and ethical conduct. From top executives to front-line staff, each 

individual contributes to ensuring cybersecurity. Governance frameworks must require 

frequent training, conduct phishing simulations, and encourage transparent discussions 

regarding cyber threats and incidents. 

 

ix. Transparency and Reporting 

 

Transparency builds trust—both internally and externally. Effective governance includes 

clear reporting lines for cybersecurity issues and incidents. Internally, this means regular 

briefings to leadership and detailed documentation of governance activities. Externally, it 

may include disclosures to regulators, customers, or shareholders, especially in the event 

 
18 “Key Performance Indicator (KPI): Definition and Examples. Available at: 

https://www.investopedia.com/terms/k/kpi.asp, Last Accessed on: 25-07-2025” 

https://www.investopedia.com/terms/k/kpi.asp
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of a breach. Transparency also supports regulatory compliance and mitigates reputational 

damage in the face of public scrutiny. 

 

x. Integration with Enterprise Risk Management (ERM) 

 

Cybersecurity governance must not function separately from overall risk management 

activities. Rather, it ought to be incorporated into enterprise risk management systems, 

enabling aligned risk identification, analysis, and mitigation. This integration guarantees 

that cyber risks are considered alongside overall business risks, and that resources are 

distributed according to company-wide priorities. 

 

Together, these principles provide a structured approach to building and maintaining a 

resilient cybersecurity governance framework. As the digital threat landscape evolves and 

regulatory expectations increase, organizations that adhere to these principles will be better 

equipped to manage cyber risks, comply with laws, and maintain stakeholder trust. 

 

 

2.1.Legal Frameworks Influencing Cybersecurity Governance, Including “GDPR”, 

“CCPA” and “ISO standards”. 

 

In the present digital era large amounts of data stream into networks and systems around 

the globe, so cybersecurity governance has to work in a tandem with legal requirements. 

Laws, legal techniques and international standards define the normative guidelines in 

which enterprises must operate. These frameworks also acts as a measuring stick for legal 

behavior and it defines the internal governance systems, accountability mechanisms and 

operational focuses among companies. Some of the most essential instruments governing 

cybersecurity are the “GDPR — General Data Protection Regulation”, “the CCPA — 

California Consumer Privacy Act” and “ISO/IEC 27001” in particular. 
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i. “General Data Protection Regulation” (“GDPR”)” 

 

Law in the European Union related to data privacy and protection, the “GDPR” It came 

into operation in May 201819. This works for both businesses, and organizations that 

process the personal data of EU residents - irrespective where such business or organization 

is based. The ambition of applying data protection regulation in the “GDPR”, as perhaps 

the global standard for data privacy compliance has been a significant factor that dictates 

how cybersecurity is governed around the world since it covers everyone and any 

organization beyond EU premises. 

 

In short, "GDPR" says that personal data must be handled lawfully, freely, and for a 

specific reason. The regulation goes even farther, though, by incorporating privacy-by-

design principles into how organizations are run. It requires firms to use technical and 

organizational methods to protect data, like encryption, limiting access, and risk 

assessments. Article 32 says that businesses must figure out the "suitable level of security" 

by looking at the dangers to people's rights and freedoms. This duty is directly related to 

larger efforts to improve cybersecurity governance20. 

 

“GDPR” is important since it sets up accountability measures like necessary paperwork, 

“Data Protection Impact Assessments (DPIAs)”, and the appointment of “Data Protection 

Officers (DPOs)” in certain situations. These governance systems need a collaborative 

approach, with legal, IT, compliance, and executive positions all working together to keep 

 
19 “General Data Protection Regulation. Available at: 

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation, Last Accessed on: 25-07-2025” 
20 “General Data Protection Regulation. Available at: https://gdpr-info.eu/art-32-gdpr/, Last Accessed on: 

25-07-2025” 
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up with changing rules. Not following the rules can lead to big fines, such “up to €20 

million or 4%”21 of “worldwide annual revenue”, which encourages proactive governance. 

 

ii. “California Consumer Privacy Act” (“CCPA”)” 

 

The "CCPA," which went into effect in 202022, is “California's comprehensive data privacy 

law” and the most important state-level law in the U.S. The "CCPA" is a big step toward 

stronger data rights and regulatory supervision in the United States, even though it isn't as 

extensive as the "GDPR." It gives people in California the freedom to see, delete, and 

choose not to have their personal information sold. This means that businesses must make 

their data more open and easier to regulate. 

 

From a governance perspective, the “CCPA” necessitates robust internal policies to 

identify, classify, and protect consumer data. While it lacks the prescriptive technical 

mandates found in “GDPR”, it implicitly requires organizations to adopt reasonable 

security procedures—a standard that California courts have interpreted to include 

administrative, technical, and physical safeguards. This open-ended requirement places the 

onus on companies to implement cybersecurity governance that is proportional to their risk 

exposure and the sensitivity of the data they manage. 

 

“The California Privacy Rights Act (CPRA)” is a change to the "CCPA" that went into 

effect in 202323. It includes new duties, like risk assessments, principles of data 

minimization, and the creation of a new regulatory agency called the “California Privacy 

Protection Agency”. Companies need to modify their governance structures to make sure 

they follow the rules and keep their operations going in different places as these duties 

shift. 

 
21 “GDPR Fines / Penalties. Available at: https://gdpr-info.eu/issues/fines-penalties/, Last Accessed on: 25-

07-2025” 
22 “California Consumer Privacy Act. Available at:  

https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act, Last Accessed on: 25-07-2025” 
23 “The California Privacy Rights Act (CPRA)—a modification to the “CCPA” that took effect in 2023. 

Available at: https://cppa.ca.gov/consumer_privacy_act, Last Accessed on: 25-07-2025” 

https://gdpr-info.eu/issues/fines-penalties/
https://gdpr-info.eu/issues/fines-penalties/
https://gdpr-info.eu/issues/fines-penalties/
https://cppa.ca.gov/consumer_privacy_act
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iii. International Standard for Information Security Management Systems 

 

 

“GDPR” and “CCPA” are legislative frameworks, while “International Standard on 

requirements for information security management” “(ISO/IEC 27001)”24 is an optional 

global standard. It is very important for cybersecurity governance since it uses a structured, 

principle-based approach to Information Security Management Systems (ISMS). A lot of 

people in many fields know about "ISO 27001." It gives a complete framework for finding, 

dealing with, and improving information security issues. 

 

The standard highlights ongoing enhancement via a Plan-Do-Check-Act (PDCA)25 cycle, 

which aligns closely with optimal governance practices. Organizations must establish a 

security policy, conduct risk assessments, set goals, and evaluate performance via audits 

and reviews. These needs require a governance framework with specified roles, 

documentation protocols, and distinct responsibility for decisions related to security.  

 

International Organization for Standardization (“ISO 27001”)26 holds significant 

importance for organizations that operate internationally or in regulated industries, as 

obtaining certification shows adherence to established security standards. It frequently acts 

as a standard for legal adherence, particularly in situations where regional regulations lack 

explicit direction. For example, in contractual agreements, ISO certification can serve to 

fulfill due diligence requirements, meet audit standards, or show good faith in legal 

disputes related to data breaches. 

 

 
24 “Access to European Union law. Available at: https://eur-lex.europa.eu/eli/reg/2016/679/oj, Last 

Accessed on: 25-07-2025” 
25 “Learn About Quality. Available at: https://asq.org/quality-resources/pdca-cycle, Last Accessed on: 25-

07-2025” 
26 “International Organization for Standardization. Available at: https://www.iso.org/home.html, Last 

Accessed on: 25-07-2025” 

 

https://www.google.com/search?safe=active&sca_esv=38b8b35f2fe0540c&rlz=1C1GCEA_enIN1162IN1162&q=International+Organization+for+Standardization&sa=X&ved=2ahUKEwjp-Mbhx_WOAxUvwjgGHa_QJLwQxccNegQIGRAB&mstk=AUtExfBgq3HzoG38EBNqoJc-sXR_qj15fUAKTl6an3mb82JRbqX7k4LsXIDppxVNFk6J2GwicFm7KxcbnaCenvua93q05BQ52SMjzdnxgCbonvIZ9SiRn127IDmex-aZ032EQJM&csui=3
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://asq.org/quality-resources/pdca-cycle
https://d.docs.live.net/4a9ed93558a186f9/Desktop/International%20Organization%20for%20Standardization
https://www.iso.org/home.html
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Moreover, the controls listed in Annex A of the standard, ranging from access control to 

supplier management, offers a practical guidance that can be tailored according to an 

organization’s scale and variety. ISO 27001, combined with national or regional legal 

requirements, helps organizations build an overall governance framework that nestles the 

organizations´ legal duties into an environment of risk-based management and operational 

discipline. 

 

iv. Interaction Between Legal and Voluntary Frameworks 

 

Cyber-Security Governance, a right governance structure should not only be based on; a 

mix of legal requirements & voluntary acceptance The objective of a legal framework is to 

raise the minimum bar and ensure that people are accountable, as well as other voluntary 

standards like "ISO/IEC 27001" that have more detailed guidance on doing this. Businesses 

often use ISO frameworks to ensure they comply with regulations such as “GDPR”, 

“CCPA” etc. These take legal concepts and make them into live controls or internal 

policies. 

 

The importance of a holistic approach is further underscored in relation to cross-border 

data transfers, cloud migration, and managing third parties where legal requirements may 

differ but governance frameworks must remain the same yet flexible across all 

jurisdictions. When organizations harmonize the legal and standard-based requirements, 

they can reduce the regulatory fragmentation, improve audit preparedness and enhance 

stakeholder confidence. 

 

Taken together, “GDPR”, “CCPA” and also “ISO/IEC 27001” have a shared responsibility 

in the governance of cybersecurity (See image above). These two forces combined compel 

organizations to move cybersecurity out of the tactical function box and center it as an 

enterprise priority that is strategically governed, legally grounded but risk aligned and 

digitally adaptive. 
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2.2. Case Law and Legal Precedents 

Judicial precedents worldwide demonstrate the severe repercussions corporations 

encounter when cybersecurity governance is deficient. Landmark cases include: 

 

i. “FTC v. Wyndham Worldwide Corp. (2015)”27 – in which the "U.S. Federal 

Trade Commission" found a hotel chain guilty of unfair business practices 

because it didn't have strong enough cybersecurity.  

 

ii. “Litigation over Equifax Data Breach (2017–2020)”28 – leading to significant 

settlements because of failures in addressing acknowledged vulnerabilities. 

 

iii. “British Airways Data Breach (2018)”29 – in which the Information 

Commissioner’s Office levied a £20 million “GDPR” penalty for not 

implementing sufficient security measures 

 

These cases not only highlight financial and reputational damage but also signal a judicial 

shift toward treating cybersecurity oversight as a fiduciary and compliance obligation. 

Scholars increasingly critique corporate responses as reactive, advocating for proactive 

integration of cybersecurity within legal and governance frameworks. 

 

 

 
27 “FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015). Available at: ftc.gov/legal-

library/browse/cases-proceedings/1023142-x120032-wyndham-worldwide-corporation, Last Accessed on: 

25-07-2025” 
28 “Consumer Financial Protection Bureau et al. v. Equifax Inc. 

No. 1:19-cv-03297-TWT (N.D. Ga. July 22, 2019). Available at: 

https://www.ftc.gov/enforcement/refunds/equifax-data-breach-settlement, Last Accessed on: 25-07-2025” 
29 “British Airways 2018 Data Breach — Information Commissioner’s Office (ICO) Penalty Notice, 

October 16, 2020. . Available at: https://www.hunton.com/privacy-and-information-security-law/ico-fines-

british-airways-20-million-for-security-breach, Last Accessed on: 25-07-2025” 

https://www.ftc.gov/system/files/documents/cases/150824wyndhamopinion.pdf
https://www.ftc.gov/system/files/documents/cases/150824wyndhamopinion.pdf
https://www.ftc.gov/enforcement/refunds/equifax-data-breach-settlement?utm_source=chatgpt.com
https://www.hunton.com/privacy-and-information-security-law/ico-fines-british-airways-20-million-for-security-breach
https://www.hunton.com/privacy-and-information-security-law/ico-fines-british-airways-20-million-for-security-breach
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Table 1: Comparative Analysis of “GDPR”, “CCPA”/CPRA, and “ISO/IEC 27001” 

in Cybersecurity Governance 

Sl. No. Aspect “GDPR” (EU) “CCPA”/CPRA 

(California, USA) 

“ISO/IEC 27001” 

(International 

Standard) 

1.  Nature Binding 

regulation 

(law)30 

Binding state law 

(with amendments 

via CPRA)31 

Voluntary 

international 

standard32 

2.  Jurisdiction 

Scope 

Applies to 

entities 

processing EU 

residents' data 

globally33 

Applies to 

companies 

managing personal 

information of 

California 

residents34 

Global (adopted 

voluntarily, often 

industry-driven)35 

3.  Core Focus Data protection 

and privacy 

Consumer data 

rights and 

transparency 

Information security 

risk management 

4.  Security 

Requirements 

Requires 

'appropriate' 

technical and 

organizational 

measures 

Requires 

'reasonable' 

security 

procedures and 

practices 

Specifies controls 

through structured 

 
30 “Regulation (EU) 2016/679. Available at: https://gdpr-info.eu/, Last Accessed on: 25-07-2025” 
31 “California Civil Code, sections 1798.100 et seq. (as amended by the CPRA). Available at: 

https://leginfo.legislature.ca.gov/ Last Accessed on: 25-07-2025” 
32 “What is ISO 27001? A detailed, simple, and straightforward guide. Available at: 

https://www.controlcase.com/what-is-iso-27001/, Last Accessed on: 25-07-2025” 
33 “Box 8. EU General Data Protection Regulation (GPDR). Available at: 

https://id4d.worldbank.org/guide/data-protection-and-privacy-

laws#:~:text=Box%208.&text=In%20terms%20of%20existing%20frameworks,security%20of%20the%20

personal%20data., Last Accessed on: 25-07-2025” 
34 “California Consumer Privacy Act (CCPA) . Available at: https://oag.ca.gov/privacy/ccpa , Last 

Accessed on: 25-07-2025” 

35 “ISO/IEC 27001:2022. Available at: https://www.iso.org/standard/27001 , Last Accessed on: 25-07-

2025” 

https://gdpr-info.eu/
https://leginfo.legislature.ca.gov/
https://www.controlcase.com/what-is-iso-27001/
https://id4d.worldbank.org/guide/data-protection-and-privacy-laws#:~:text=Box%208.&text=In%20terms%20of%20existing%20frameworks,security%20of%20the%20personal%20data
https://id4d.worldbank.org/guide/data-protection-and-privacy-laws#:~:text=Box%208.&text=In%20terms%20of%20existing%20frameworks,security%20of%20the%20personal%20data
https://id4d.worldbank.org/guide/data-protection-and-privacy-laws#:~:text=Box%208.&text=In%20terms%20of%20existing%20frameworks,security%20of%20the%20personal%20data
https://oag.ca.gov/privacy/ccpa
https://www.iso.org/standard/27001
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ISMS 

implementation36 

5.  Governance 

Emphasis 

Strong 

accountability, 

DPO roles, 

DPIAs, breach 

notification37 

Internal 

governance and 

enforcement via 

CPRA agency38 

Emphasizes policies, 

roles, audits, risk 

management39 

6.  Risk 

Management 

Mandates 

DPIAs for high-

risk 

processing40 

Emerging 

emphasis on risk 

assessments under 

CPRA41 

Risk-based approach 

central to standard 

7.  Enforcement 

Mechanism 

Supervisory 

authorities; 

“fines up to 

4%* of global 

turnover” 

“California 

Privacy Protection 

Agency”; civil 

penalties 

Certification and 

external audits (non-

binding enforcement) 

8.  Key 

Governance 

Structures 

Required 

Data Protection 

Officer (DPO), 

record-keeping, 

oversight42 

Designated data 

governance 

personnel; 

consumer request 

workflows 

Information Security 

Officer; internal 

audits and reviews 

 
36 “ISO 27001:2022 Annex A Controls Explained. Available at:https://www.itgovernance.co.uk/blog/iso-

27001-the-14-control-sets-of-annex-a-

explained#:~:text=ISO%2027001%20is%20the%20international,(information%20security%20management

%20system), Last Accessed on: 25-07-2025” 

37 “Data Protection Impact Assessments & Prior Consultation. Available at: 

https://www.edps.europa.eu/sites/default/files/publication/19-07-

17_accountability_on_the_ground_part_ii_en.pdf, Last Accessed on: 25-07-2025” 

38 “Preliminary Rulemaking Written Comments. Available at: 

https://cppa.ca.gov/regulations/pdf/preliminary_rulemaking_comments_1.pdf, Last Accessed on: 25-07-

2025” 
39 “The Ultimate Guide to ISO 27001. Available at: https://www.isms.online/iso-27001/, Last Accessed on: 

25-07-2025” 
40 “Complete guide to GDPR compliance. Available at: https://gdpr.eu/, Last Accessed on: 25-07-2025” 
41 “California Privacy Protection Agency - Comments. Available at: 

https://cppa.ca.gov/regulations/pdf/rm2_pre_late_comments.pdf, Last Accessed on: 25-07-2025” 
42 “Data Protection Officer (DPO) Available at: https://www.edps.europa.eu/data-protection/data-

protection/reference-library/data-protection-officer-dpo_en, Last Accessed on: 25-07-2025” 

https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained#:~:text=ISO%2027001%20is%20the%20international,(information%20security%20management%20system)
https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained#:~:text=ISO%2027001%20is%20the%20international,(information%20security%20management%20system)
https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained#:~:text=ISO%2027001%20is%20the%20international,(information%20security%20management%20system)
https://www.itgovernance.co.uk/blog/iso-27001-the-14-control-sets-of-annex-a-explained#:~:text=ISO%2027001%20is%20the%20international,(information%20security%20management%20system)
https://www.edps.europa.eu/sites/default/files/publication/19-07-17_accountability_on_the_ground_part_ii_en.pdf
https://www.edps.europa.eu/sites/default/files/publication/19-07-17_accountability_on_the_ground_part_ii_en.pdf
https://cppa.ca.gov/regulations/pdf/preliminary_rulemaking_comments_1.pdf
https://gdpr.eu/
https://cppa.ca.gov/regulations/pdf/rm2_pre_late_comments.pdf
https://www.edps.europa.eu/data-protection/data-protection/reference-library/data-protection-officer-dpo_en
https://www.edps.europa.eu/data-protection/data-protection/reference-library/data-protection-officer-dpo_en
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9.  Incident 

Reporting 

Mandatory 

within 72 hours 

of breach 

detection43 

Not time-bound 

but may have 

liability for failure 

to disclose 

Incident response 

plans required; 

documentation for 

audit 

10.  Role in 

Governance 

Framework 

Legal mandate 

shaping top-

down 

governance and 

accountability 

Legal driver for 

consumer-rights-

focused 

governance 

Operational tool for 

building structured, 

repeatable governance 

11.  Use in 

Multinational 

Corporations 

Often sets 

baseline for 

global privacy 

compliance 

Regional law with 

growing influence 

on national U.S. 

efforts 

Adopted to align 

operations with best 

practices worldwide 

 

 

2.3.Role of corporate governance laws in shaping cybersecurity responsibilities 

(fiduciary duties, directors' accountability). 

 

With organizations relying more on digital infrastructure and data-driven business 

strategies, the overlap between corporate governance and cybersecurity has become both 

unavoidable and crucial. Cybersecurity, previously seen as a technical issue assigned to IT 

departments, is now acknowledged as a crucial element of enterprise risk management. At 

the heart of this transition is the increasing impact of corporate governance regulations, 

which integrate cybersecurity into the legal and fiduciary duties of corporate leaders and 

executives. These regulations act as strong tools to ensure accountability, promote 

oversight, and embed cybersecurity into the fundamental strategic framework of an 

organization. 

 

 

 

 
43 “EU General Data Protection Regulation (GDPR), Article 33. Available at: https://gdpr-info.eu/art-33-

gdpr/, Last Accessed on: 25-07-2025” 

https://gdpr-info.eu/art-33-gdpr/
https://gdpr-info.eu/art-33-gdpr/
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i. Fiduciary Duties and Cybersecurity Oversight 

 

Most places will have fiduciary duties of board members three; duty of care, duty of loyalty, 

as well as a duty of good faith. Those duties translate to putting the company ahead of other 

interests, making decisions that make sense from a business standpoint and identifying 

major risks — which of course includes cyber security threats. 

 

Increased amounts of data breaches, ransomware attacks and regulatory fines are hurt 

company reputations and shareholder value making cyber risk a top concern for many. 

Today it is more or less a consensus that lacking cybersecurity governance can be classified 

as a violation of your fiduciary duty. 

 

Directors owe a duty of care to maintain informed about important hazards as well as 

guarantee that suitable precautions are taken. That means understanding their cyber risks, 

querying them about security policies and ensuring robust risk management procedure are 

in place and are being regularly examined. This view is not novel in that on issues like 

which boards to seek derivative litigation against, American courts have been saying for at 

least a decade now that cybersecurity is an issue of governance. The business judgment 

rule can hold directors personally liable if they do not fix the known security holes or to 

oversee the company. 

 

The loyalty and faith that a director must have is that the directors cannot turn a blind eye 

to material threats or do positive acts of fiduciary breach to the shareholder information on 

security and integrity. Regulators and investors are waking up to the real costs of cyber 

danger, so these fiduciary standards are evolving as you read this—not just crisis with cyber 

considerations spelled out in haste (and often not fully applied) as an annex certainly not 

planning but governance provision. 

 

 



48 
 

 

 

ii. Statutory Governance Requirements and Legal Precedents 

 

Corporate governance laws in different jurisdictions increasingly reference or implicate 

cybersecurity within broader risk oversight obligations. For instance: 

 

In the United States, the Securities and Exchange Commission (SEC) has issued guidance 

recommending that public companies disclose material cybersecurity risks and events. In 

2023, the SEC adopted new rules requiring enhanced disclosures about boards' oversight 

of cybersecurity risks and management practices44. This elevates cybersecurity to a legally 

required issue in the boardroom. 

 

Corporate governance codes in jurisdictions like “the United Kingdom (UK Corporate 

Governance Code)” and Australia explicitly emphasize the board’s role in risk 

management, implicitly including cyber risk. These codes, while not always binding, often 

serve as standards for compliance and benchmarks in litigation or regulatory review45. 

 

In Germany, the Corporate Governance Code (Deutscher Corporate Governance Kodex) 

requires that risk management systems encompass IT security. Similar principles apply 

under France’s AFEP-MEDEF code and other national codes within the EU46. 

 

These legal instruments and standards illustrate a growing recognition that cybersecurity 

is a governance matter tied to legal responsibility—not merely a technical challenge. They 

 
44 SEC Adopts Rules on Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure 

by Public Companies. Available at: https://www.sec.gov/newsroom/press-releases/2023-139, Last Accessed 

on: 25-07-2025 
45 “UK Corporate Governance Code. Available at: https://www.frc.org.uk/library/standards-codes-

policy/corporate-governance/uk-corporate-governance-code/, Last Accessed on: 25-07-2025” 
46 “German Corporate Governance Code 2022. Available at: https://www.gleisslutz.com/en/news-

events/know-how/german-corporate-governance-code-2022, Last Accessed on: 25-07-2025” 

 

https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/uk-corporate-governance-code/
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/uk-corporate-governance-code/
https://www.gleisslutz.com/en/news-events/know-how/german-corporate-governance-code-2022
https://www.gleisslutz.com/en/news-events/know-how/german-corporate-governance-code-2022
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also suggest that directors can no longer plead ignorance of cyber risks as a defense against 

liability. 

 

iii. Directors' Accountability in Practice 

Corporate governance laws often require boards to establish internal controls and 

oversight mechanisms. In cybersecurity governance, this translates to: 

a. Appointing qualified leadership, such as a “Chief Information Security Officer 

(“CISO”)”, with regular reporting obligations to the board or audit committee47. 

 

b. Establishing cybersecurity committees or integrating cyber risk oversight into the 

audit or risk committee's charter. 

 

c. Ensuring regular briefings and updates on the organization’s threat landscape, 

compliance status, and incident response readiness. 

 

d. Mandating cyber risk assessments and third-party audits, especially involving sensitive 

data or in regulated sectors. 

Lawsuits are also ratcheting up the legal consequences. High-profile cases — Equifax, 

Target, SolarWinds among them48 — have resulted in lawsuits targeting not only private 

companies but individual executives and board members. The decisions in these cases are 

helping to drive the legal standards of care with respect to due diligence and governance 

quality vis a vis cyber risk. 

 

 

 
47 UNITED STATES SECURITIES AND EXCHANGE COMMISSION, Washington, D.C. 20549, 

SCHEDULE 14A. Available at: 

https://www.sec.gov/Archives/edgar/data/1591698/000159169824000268/pcty-20241022.htm, Last 

Accessed on: 25-07-2025 
48 WSJ. Available at: https://www.wsj.com/public/resources/documents/l3mYG9Mphhtnrh7X1Jo7-

WSJNewsPaper-7-23-2024.pdf, Last Accessed on: 25-07-2025 

https://www.sec.gov/Archives/edgar/data/1591698/000159169824000268/pcty-20241022.htm
https://www.wsj.com/public/resources/documents/l3mYG9Mphhtnrh7X1Jo7-WSJNewsPaper-7-23-2024.pdf
https://www.wsj.com/public/resources/documents/l3mYG9Mphhtnrh7X1Jo7-WSJNewsPaper-7-23-2024.pdf
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iv. Trends in Enforcement and Regulatory Expectations 

 

Regulators are increasingly buttressing the role of corporate governance laws in promoting 

cybersecurity oversight above and beyond civil liability. For example: 

a. Federal Trade Commission (FTC) – Enforced firms that had not adopted 

“reasonable” security practices, sometimes emphasizing failures of 

governance49. 

b. European Data Protection Authorities leverage the “GDPR” to implement 

large fines inadequate data protection and cite poor governance such as no 

leadership attention or poor policies50.  

c. The OCC in addition to the ECB both have governance requirements for 

banks which dictate that cybersecurity be treated at a board level51. 

These enforcement trends underscore once again that directors cannot be complacent or 

inattentive. Legal Part of Cyber stack: The Need for a Strong Cybersecurity Governance Is 

Now Not Just Compliance but Also Legal Risk. 

 

v. Toward Proactive Cyber Governance 

 

In response to these legal requirements, more and more companies are putting 

cybersecurity inside of their corporate governance frameworks. Programs include 

cybersecurity education for boards, tabletop exercises in the context of scenarios, and a 

weaving of cybersecurity metrics into enterprise performance dashboards. Initiatives such 

as these indicate a proactive approach to governance, thereby that reduces legal liability 

and improves organizational resilience. 

 
49 “FTC Policy Statement on Unfairness. Available at: https://www.ftc.gov/legal-library/browse/ftc-policy-

statement-unfairness, Last Accessed on: 25-07-2025” 
50 “PROTECTINGPERSONAL DATA IN A CHANGING LANDSCAPE. Available at: 

https://www.edpb.europa.eu/system/files/2025-04/edpb-annual-report-2024_en.pdf, Last Accessed on: 25-

07-2025” 
51 “Financial Stability Institute. Available at: https://www.bis.org/fsi/publ/insights23.pdf, Last Accessed on: 

25-07-2025” 

https://www.ftc.gov/legal-library/browse/ftc-policy-statement-unfairness
https://www.ftc.gov/legal-library/browse/ftc-policy-statement-unfairness
https://www.edpb.europa.eu/system/files/2025-04/edpb-annual-report-2024_en.pdf
https://www.bis.org/fsi/publ/insights23.pdf
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Meanwhile, transparency of disclosure (for example in annual reports, ESG frameworks 

and investor briefings) ideally yields as a promising practice. Investors are increasingly 

examining how boards manage cyber risks, and if boards do not meet expectations there 

could be shareholder activism or reputational damage. 

 

 

 

2.4. The significance of harmonizing governance with legal, ethical, and 

regulatory standards. 

Organizations today live and work in a time of technology dependence, data overload, and 

multiple cyber challenges which test organizations against complex canvas such as 

statutory landscape, ethical spans and regulatory circles. This underlines the importance of 

aligning cybersecurity governance with internal policies and risk strategies, as well as to 

the broader external legal, ethical and regulatory environment. It is important to note that 

in this context, effective alignment is required simply because it has become the sine qua 

non for an organization (and what lies behind its brand) to achieve lasting resilience, 

credibility and trust. 

 

i. Legal Compliance as a Governance Imperative 

 

Governance must work at the most fundamental level: to keep the organization lawful. 

Cybersecurity legal compliance encompasses an extensive set of statutes (data protection 

laws, such as “GDPR”, “HIPAA”, “CCPA” etc), sector-specific security standards, breach 

notification rules agreements for international data sharing. Regulations might require 

protection of information assets and the management of cyber threats including 

transparency in incident response. 
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But the consequences for noncompliant organizations can be severe: higher regulatory 

fines, class-action lawsuits, loss of certifications and sometimes even criminal liability for 

executives. Therefore, it is critical that governance frameworks meet the requirements of 

the law in order to eliminate legal risk. This means, not only being law abiding at any one 

time but having systems of governance that are able to adjust themselves when the laws 

and conventions changes. 

 

An effective governance framework must encompass the formal legal monitoring, audit, 

and oversight mechanisms; comprehensive cross-border compliance policies (e.g., with 

each jurisdiction having its own set of rules); professional legal risk assessment; Legal 

counsel, compliance officers and cybersecurity professionals need to work together to start 

including legal factors into the wider processes of making decisions — from procurement 

and vendor management through system design and data processing. 

 

ii. Ethical Governance: Beyond Compliance 

 

Whereas legal alignment concerns what organizations are legally obliged to do, the scope 

of ethical governance pertains to what they should do. Cybersecurity governance ethics 

consist of choosing to do the right thing, not just the legally required minimum, especially 

where technology outpaces law. Ethical concerns such as algorithmic bias, surveillance 

technologies, digital consent and the monitoring of employees are all areas where careful 

governance interventions need to occur. 

 

Ethically aligned cybersecurity encourages organizations to foster better transparency, 

accountability, and fairness in the design and use of cybersecurity tools and systems. For 

example, a firm may be legally justified in monitoring employee communications for 

security purposes; an ethical governance framework would also consider the 

appropriateness of such action and depend on indicators including proportionality, consent 

and the impact on workplace culture. 
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So, I will say is ethical governance means trust of stakeholder as well. Ethical Lapses (if 

not necessarily illegal) can be hugely damaging reputationally in a climate where 

consumers, investors and the wider public are increasingly on guard with regard to the way 

organizations process personal data (or don't), and protect against digital harm. When 

combined with the security, privacy, and usability standards, ethics-based governance 

frameworks that emphasize user rights, stakeholder inclusion, and fair data practice create 

one of the strongest drivers for risk-mitigation as well as a key assurance for brand 

differentiation. 

 

 

iii. Regulatory Alignment and Industry Standards 

 

In addition to the heavy hand of regulations, organizations are also subject to a wider range 

of regulatory frameworks and soft law tools, such as guidelines, codes of conduct, 

supervisory expectations and industry standards. Like "the NIST Cybersecurity 

Framework," and even more specifically, the individual controls of something like 

"ISO/IEC-27001", along with industry-specific regulation like "the Payment Card Industry 

Data Security Standard (PCI DSS)" or coming to financial services soon: "the Digital 

Operational Resilience Act (DORA)." 

 

Regulatory alignment ensures that companies comply with the rules of oversight bodies, 

licensing authorities, and certifying organizations. Failing to comply with these 

frameworks might not be legal, but it requires companies to have their licenses revoked or 

be ousted from critical business arenas. 

 

The benefit of aligning governance with regulatory frameworks are twofold: 

a. Risk-based clarity: These allow uniformity in risk assessments and control 

implementations recs. 

b. Operational efficiency: An appropriate governance system reduces 

duplication of compliance efforts. 
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c. Regulatory goodwill: Proving compliance with best practice frameworks 

can offer an element of defense if a breach occurs, which can help reduce 

the level of enforcement penalty provided to organizations. 

Moreover, much of the regulation is heading towards principles-based models – in which 

effective governance is assessed by regulators not from control checklists but more broadly. 

Especially in such a political system, the maturity and openness of governance bodies 

become significant factors to affect success for compliance. 

 

iv. Integrated Governance: A Holistic Approach 

 

Key legal, ethical and regulatory requirements are converging, and this requires a unified 

governance model that integrates what has heretofore been siloed within the legal 

department, such as IT, compliance or in separate executive functions. Governance-as-

Code is not just a baseline legislative requirement but also helps you to make decisions on-

time, respond earlier to breaches and better align your communications during an incident 

with stakeholders. 

 

In the event of a ransomware attack, for instance, technical teams may handle containment 

but legal teams still need to advise on breach notification timelines, compliance risks and 

data subject rights. Whether to pay a ransom or publicize the attack poses ethical 

considerations. A governance model that contains all these facets enables the replies to be 

legally sound, behaviorally joint and aligned with enterprise approach. 

 

This kind of alignment sets the stage for collective resilience and sustainability. Integrative 

governance does not respond to every new legal or regulatory requirement thrown over the 

transom with random acts of control; instead, it is designed to bake in adaptability and 

foresight. This makes it harder for the organization to take blows, sail through ambiguity 

and achieve continuous compliance with emerging threats of a dynamic regulatory climate. 
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v. Strategic and Reputational Benefits 

 

In addition to the reduction of risks, the alignment of governance in relation to legal 

requirements, ethical norms or some sort of regulatory lead also supports corporate 

legitimacy and competitiveness. In regulated or sensitive markets, investors are factoring 

in digital responsibility in their evaluations of com Scores of companies. IUsed for cyber 

risk exposure and governance maturity analysis by investors ESG (Environmental, Social 

and Governance) criteria. Our business partners need to know that their data will be 

protected at highest levels of security. 

 

Organizations that are well-aligned to governance seem to not only catch the eyes of 

investors for funding, but also to keep customer trust. And they get a seat at the table to 

shape where regulations may go in the future by participating in industry working groups 

and policy discussions. 
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CHAPTER – 3 

 

GLOBAL LEGAL AND REGULATORY FRAMEWORKS FOR 

CYBERSECURITY 

 

Cybersecurity is a field that in the modern information society gained a particular 

importance, as more and more people use computer, electronic, and telecommunications 

technologies to work and live their lives. The lineage of cyber threats in a world under 

siege, necessitates the fact that there has to be sound legal and regulatory frameworks 

instituted globally. As such, the goal has been recognized that free collaborative efforts are 

needed to achieve health cyber security at home but also to prevent and Rogues State 

Cybercrime as well as Critical Infrastructure Key Resources protection of personal data or 

even by virtue of individual national authority. Cyberspace is global, and cross-border 

cybercrimes dominate; in these circumstances, the international community cannot afford 

to be absent. 

 

An international tool that has made a significant contribution to the collective fight against 

cybercrime is the Council of Europe's Convention on Cybercrime (2001), commonly 

referred to as the “Budapest Convention”52. The treaty created the first binding 

international legal framework against cybercrime, containing a series of offenses such as 

illegal access, data and system interference, computer-related forgery. The book explores 

the common methods of conducting cybercrime research and supporting intercontinental 

co-operation as well. The "Budapest Convention" is a European Treaty but there is also an 

option for non-European countries to sign the treaty (several other relevant states have done 

that, e.g. USA and Japan and Australia). 

 
52 “PROTECTING WOMEN AND GIRLS FROM VIOLENCE IN THE DIGITAL AGE. Available at: 

https://rm.coe.int/the-relevance-of-the-ic-and-the-budapest-convention-on-cybercrime-in-a/1680a5eba3, 

Last Accessed on: 25-07-2025” 

https://rm.coe.int/the-relevance-of-the-ic-and-the-budapest-convention-on-cybercrime-in-a/1680a5eba3
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One of the most prominent implementations there is the “General Data Protection 

Regulation (GDPR)”: a regulation in European Union law on data protection and privacy 

for all individual citizens. While more than a cyber security law, the “GDPR” has enormous 

import for cyber security. This imposes certain obligations on data controllers and 

processors to ensure a level of security appropriate to the risk, as well as breach notification 

bifurcations. The “GDPR” has established a precedent for the rest of the world, shaped 

international data protection and cybersecurity landscape dramatically that inspired several 

countries to streamline their internal guidelines with “GDPR” to facilitate cross border 

transfer. 

 

The solution to cyber security would be address in the United Nations international 

institutions where resilience to cybercrimes must be started here by other UN General 

Assembly resolutions including creating dialogues between states could lead into agreed 

new and mechanism view of progress among fellow “Governments Experts (GGE)” 

promoting information and telecommunications on this matter53. The “GGE” gave 

important normative advice on the dos and don’ts for states to follow in cyberspace, mind 

you, don't forget to remind them that the UN Charter applies to cyber operations. In spite 

of all this, it is still a task to get the member states on a table and arrive at some common 

ground because there are geopolitical reasons which do not let mandatory global 

regulations but that may be an eventuality of the world we live in today. 

 

At the regional level, numerous organizations have developed their own cybersecurity 

frameworks. In 2014, for example, the African Union adopted the Malabo Convention on 

cybersecurity and data protection, issues54. Similarly, the Association of Southeast Asian 

Nations (ASEAN), for example has rolled out programs through its Cybersecurity 

 
53 “United Nations Convention against Cybercrime. Available at: 

https://www.unodc.org/unodc/cybercrime/convention/home.html, Last Accessed on: 25-07-2025” 
54 “African Union Convention on Cyber Security and Personal Data Protection. Available at: 

https://au.int/en/treaties/african-union-convention-cyber-security-and-personal-data-protection, Last 

Accessed on: 25-07-2025” 

https://www.unodc.org/unodc/cybercrime/convention/home.html
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Cooperation Strategy to ensure that cyber laws are consistent and capacity building in the 

regions is boosted55. 

 

Cybersecurity Law in the United States, a statutory cybersecurity framework consisting of 

both federal and state level regulations need to improve the efforts to protect cyber data 

streams56. Significant federal laws encompass the “Computer Fraud and Abuse Act 

(“CFAA”)”, the “Homeland Security Act”, in addition to industry-based regulations such 

as the “Health Insurance Portability and Accountability Act (“HIPAA”)” and the “Gramm-

Leach-Bliley Act (“GLBA”)”. The Cybersecurity Information Sharing Act (“CISA”) of 

2015 encourages the sharing of cybersecurity threat information between public and private 

companies. In addition to this, the “National Institute of Standards and Technology 

(“NIST”)” provides Cybersecurity Framework as a voluntary guideline for organizations 

on how to manage and reduce their cybersecurity risks. 

 

In India, the broad legal framework for dealing with cybersecurity is “The Information 

Technology Act, 2000” especially after its amendment in 2008. Certain cybercrimes are 

made illegal by the legislation, and the act of interception or monitoring are performed in 

furtherance of a criminal investigation for security purposes. There are also regional 

industry-specific norms from authorities, like “Reserve Bank of India (RBI)” for Banking 

sectors, and "Securities and Exchange Board of India (SEBI)" for Stock Market sectors 

that specify cybersecurity standards to be followed by institutions. India is in the process 

of drafting a National Cybersecurity Strategy to address contemporary threats and also 

strengthen cyber resilience. 

 

While all this sounds good, global cybersecurity governance is not without its problems. 

Despite the same global issue, we have no worldwide accepted definition of cybercrime or 

cybersecurity resulting in an uncoordinated response underpinned by disparate and 

 
55 “What the world can learn from ASEAN’s cyber cooperation. Available at:  

https://govinsider.asia/intl-en/article/what-the-world-can-learn-from-aseans-cyber-cooperation-amit-roy-

choudhury, Last Accessed on: 25-07-2025” 
56 Cybersecurity Laws and Regulations USA 2025. Available at: https://iclg.com/practice-

areas/cybersecurity-laws-and-regulations/usa, Last Accessed on: 25-07-2025 

https://govinsider.asia/intl-en/article/what-the-world-can-learn-from-aseans-cyber-cooperation-amit-roy-choudhury
https://govinsider.asia/intl-en/article/what-the-world-can-learn-from-aseans-cyber-cooperation-amit-roy-choudhury
https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/usa
https://iclg.com/practice-areas/cybersecurity-laws-and-regulations/usa
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inconsistent legal frameworks. Undermining this consensus, however, are divergences in 

national capacities, various interpretations of how international law applies to cyberspace, 

and challenges arising from claims of digital sovereignty or state surveillance. This is also 

required because a large portion of the cyber infrastructure in question is owned and 

operated by the private sector, making it essential to work with industry standards in terms 

of public-private partnerships as well as enshrining those very standards on an industry-

specific level. 

 

As years passed, cybersecurity evolved with time, and law-making and regulatory bodies 

need to evolve as well if they want to win in these battles against ransomware, AI-powered 

attacks, cyber espionage. Building capacity, engaging on international collaboration and 

harmonizing legal frameworks will remain critical in advancing the global cybersecurity 

landscape57.  

 

 

3.1.Comparative analysis of major international cybersecurity regulations and 

standards. 

 

In a more interconnected digital environment, cybersecurity regulations and standards act 

as essential support for protecting sensitive data, vital infrastructure, and national security 

concerns. The worldwide increase in cyber threats, including ransomware and government-

backed spying, has prompted nations and international organizations to create thorough 

regulatory systems. A comparative study of major global cybersecurity regulations and 

standards uncovers both similarities and differences in methods, coverage, enforcement 

strategies, and focus on privacy, risk management, and industry adherence. 

 

 

 

 
57 “Attributes impacting cybersecurity policy development: Evidence from seven nations. Available at: 

https://www.sciencedirect.com/science/article/pii/S0167404822002140, Last Accessed on: 25-07-2025” 

https://www.sciencedirect.com/science/article/pii/S0167404822002140
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i. “General Data Protection Regulation” (“GDPR”)” – “European Union” 

 

One of the most demanding and extensive data defense tabs is the, aka “GDPR”, that came 

into force in 201858. While it focuses on data privacy more than cybersecurity directly, you 

will find numerous important concepts designed to toughen up the systems supporting your 

organization such as 'privacy by design,' requirements to notify of data breaches and best 

practices for a robust security posture. Organizations need to implement appropriate 

technical and organizational measures to protect personal data under “GDPR”. Lack of 

compliance results in serious repercussions. The extraterritorial nature of “GDPR” means 

that any entity processing the data of EU citizens, wherever located, has to comply with its 

rules. 

 

 

ii. Cybersecurity Law – People’s Republic of China 

 

“China's Cybersecurity Law” came into force in June 201759 and is heavily inclined to 

national security, data localization, and protection of "Critical Information Infrastructure". 

The legislation requires firms operating in China to store some data locally and undergo 

security reviews. It also obliges network operators and Internet service providers to take 

technical measures to ensure the security of their networks. In contrast to “GDPR”, the 

individual (user) is not central to China's model which centers the state, consistent with its 

wider imperatives of cyber sovereignty and information control. 

 

 

 
58 “Legal framework of EU data protection. Available at: https://commission.europa.eu/law/law-topic/data-

protection/legal-framework-eu-data-protection_en , Last Accessed on: 25-07-2025” 
59 “CYBERSECURITY LAW OF THE PEOPLE’S REPUBLIC OF CHINA. Available at: 

https://www.dataguidance.com/sites/default/files/en_cybersecurity_law_of_the_peoples_republic_of_china

_1.pdf , Last Accessed on: 25-07-2025” 

https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en
https://commission.europa.eu/law/law-topic/data-protection/legal-framework-eu-data-protection_en
https://www.dataguidance.com/sites/default/files/en_cybersecurity_law_of_the_peoples_republic_of_china_1.pdf
https://www.dataguidance.com/sites/default/files/en_cybersecurity_law_of_the_peoples_republic_of_china_1.pdf
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iii. “NIST” Cybersecurity Framework – United States 

 

Launched in 2014, “the Cybersecurity Framework from NIST”60 is a voluntary, risk-based 

approach to managing cybersecurity risk. While not a legally binding regulation, it is 

widely accepted in both public and private sector as it will cover all the basics of your 

security organization and give you room to treat “GDPR” scenarios that are specific for 

you, should they emerge. The framework is organized around five functions: Identify, 

Protect, Detect, Respond and Recover With FRAME, companies can align their 

cybersecurity posture to their unique risk profiles. We explain simply how the “NIST” 

Framework and other global standards like the “ISO/IEC 27001,” also emphasize 

continuous improvement. 

 

iv. “ISO/IEC 27001” – International Standard 

 

ISO/IEC 27001 is the international standard for information security management systems 

(ISMS). It gives a secure means of managing confidential corporate data linking people, 

procedures and technology systems. It sets out the criteria for an organization to establish, 

implement, maintain and continually improve an ISMS. It is proven and is in use at large 

scale across industry segments on geography. ISO/IEC 27001 is optional as compared to 

national regulations, often used together with regulatory compliance (as one may use a 

framework like ISO/IEC 27002 for this) however much of it is covered by law also; 

warranty for due diligence and responsibility. 

 

 

 

 

 
60 “Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0. Available at: 

https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-10 , 

Last Accessed on: 25-07-2025” 

https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity-version-10
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v. “Network and Information Systems Directive (“NIS2”)” – European Union 

 

The successor to the 2016 NIS Directive, the “NIS2” Directive61 aims at improving 

cybersecurity across Europe, especially in key sectors including energy, transport, health 

or digital infrastructure. NIS2 expands the universe of entities within scope, sets a tighter 

regime for supervision and enforcement, and is intended to foster information-sharing 

among member states. It requires companies to employ risk management techniques, log 

incidents and take part in regular assessments. “NIS2” signals the EU commitment to 

improving cyber resilience through standardized regulations. 

 

 

vi. “Cybersecurity Maturity Model Certification (“CMMC”)” – United States 

(Department of Defense) 

 

“CMMC” is a single standard for cybersecurity that the DoD will procuring contractors 

(and their subcontractors) must meet or exceed62. It was established to protect Federal 

Contract Information (“FCI”) and Controlled Unclassified Information (“CUI”) in the 

defense industrial base63. The framework for the "CMMC" operates on different maturity 

levels that require successive higher standards of cybersecurity. Companies are required to 

have third-party certification that they meet the requirements, at three levels, depending on 

how sensitive the data is in a particular contract. CMMC is intended to replace industry 

 
61 “What is the NIS2 Directive, and How Does it Affect EU Organizations?. Available at:  

https://www.sangfor.com/blog/cybersecurity/what-is-nis2-directive-how-it-affect-eu-organizations , Last 

Accessed on: 25-07-2025” 
62 “Cybersecurity Maturity Model Certification (CMMC) Program. Available at: 

https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-

certification-cmmc-program, Last Accessed on: 25-07-2025” 
63 “Cybersecurity Maturity Model Certification (CMMC) Program. Available at: 

https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-

certification-cmmc-program , Last Accessed on: 25-07-2025” 

https://www.sangfor.com/blog/cybersecurity/what-is-nis2-directive-how-it-affect-eu-organizations
https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-certification-cmmc-program
https://www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-certification-cmmc-program
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self-attestation with a mandatory third-party assessment process for U.S. defense 

contractors or subcontractors64. 

 

vii. Personal Data Protection Act (“PDPA”) – Singapore 

 

The Personal Data Protection Act 2012 (PDPA) of Singapore regulates the collection, use, 

and disclosure of personal data by private sector organizations65. The Act mandates data 

protection and breach notification but bears risk and reward for consumer privacy. The 

Personal Data Protection Act (PDPA) is enforced by the Personal Data Protection 

Commission (PDPC) with particular sections for mandatory fine and discounts66. It is an 

approach that balances operational efficiency with citizen confidence, contextualizing 

cybersecurity within a broader data governance landscape. 

 

 

viii. Cybersecurity Act – Malaysia 

 

“The Cybersecurity Act of Malaysia” is part of a larger framework that also encompasses 

“the Computer Crimes Act 1997” and “the Communications and Multimedia Act 1998”67. 

The proposed Cybersecurity Act is designed to consolidate and update Malaysia's 

cybersecurity laws, establish a national cybersecurity agency and provide powers for 

responding to incidents as well as supervising rules. It highlights national security, in 

particular as it regards protecting vital national infrastructure. 

 

 
64 “CMMC Self-Assessment Guide. Available at: 

https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf, 

Last Accessed on: 25-07-2025” 
65 “Personal Data Protection, Act 2012. Available at: https://sso.agc.gov.sg/Act/PDPA2012, Last Accessed 

on: 25-07-2025” 
66 “Commission's Decisions. Available at: https://www.pdpc.gov.sg/commissions-decisions, Last Accessed 

on: 25-07-2025” 
67 “MALAYSIA Cyber Law Ecosystem. Available at:  

https://www.asianlaws.org/gcld/gcld.php?country=MY, Last Accessed on: 25-07-2025” 

https://dodcio.defense.gov/Portals/0/Documents/CMMC/AG_Level1_V2.0_FinalDraft_20211210_508.pdf
https://sso.agc.gov.sg/Act/PDPA2012
https://www.pdpc.gov.sg/commissions-decisions
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ix. Japan’s Cybersecurity Basic Act 

 

The 201468 Cybersecurity Basic Act ("Act") of Japan were formed the Cybersecurity 

Strategic Headquarters along with the National Center of Incident Readiness and Strategy 

for Cybersecurity ("NISC"). Develops a National Cyber Security Strategy with the 

cooperation and mutual contribution between government, businesses, and international 

partners and training in cyber security. Japan allows industry-specific regulations (ex-

finance, essential infrastructure) while adhering to international standards and the rule of 

law. 

 

 

x. Differences and Commonalities 

 

Across these regulations and standards, a few key themes emerge. Many frameworks adopt 

a risk-based approach, recognize the importance of protecting critical infrastructure, and 

emphasize the role of both technical controls and organizational governance. However, the 

enforcement mechanisms vary—from voluntary adoption (as in the “NIST” Framework) 

to punitive fines and government oversight (as in “GDPR” and China’s Cybersecurity 

Law)69. Another point of divergence is the treatment of privacy and state surveillance. EU 

frameworks tend to prioritize individual rights, whereas others, particularly in Asia, may 

subordinate privacy to broader state interests70. 

 

 
68 “The Basic Act on Cybersecurity. Available at: 

https://www.japaneselawtranslation.go.jp/en/laws/view/3677/en, Last Accessed on: 25-07-2025” 
69 “Preventing Access to U.S. Sensitive Personal Data and Government-Related Data by Countries of 

Concern or Covered Persons. Available at: https://www.federalregister.gov/documents/2025/01/08/2024-

31486/preventing-access-to-us-sensitive-personal-data-and-government-related-data-by-countries-of-

concern, Last Accessed on: 25-07-2025” 
70 “EU Values Are Law, after All: Enforcing EU Values through Systemic Infringement Actions by the 

European Commission and the Member States of the European Union. Available at:  

https://academic.oup.com/yel/article/doi/10.1093/yel/yeaa012/6064852, Last Accessed on: 25-07-2025” 

https://www.japaneselawtranslation.go.jp/en/laws/view/3677/en
https://www.federalregister.gov/documents/2025/01/08/2024-31486/preventing-access-to-us-sensitive-personal-data-and-government-related-data-by-countries-of-concern
https://www.federalregister.gov/documents/2025/01/08/2024-31486/preventing-access-to-us-sensitive-personal-data-and-government-related-data-by-countries-of-concern
https://www.federalregister.gov/documents/2025/01/08/2024-31486/preventing-access-to-us-sensitive-personal-data-and-government-related-data-by-countries-of-concern
https://academic.oup.com/yel/article/doi/10.1093/yel/yeaa012/6064852
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Each regulatory regime reflects its geopolitical context, national priorities, and legal 

traditions. In a global economy, businesses operating across jurisdictions must navigate 

these differences, often adopting a harmonized or layered compliance strategy that 

incorporates both local requirements and international best practices. 

 

 

3.2.Jurisdictional challenges in cross-border compliance. 

 

In a time marked by globalization and digital interconnectivity, companies often function 

in various jurisdictions, participating in endeavors that cross national borders. This 

interconnection, though advantageous for economic development and creativity, poses 

significant obstacles regarding legal adherence, particularly when diverse jurisdictions 

enforce differing or even contradictory regulatory demands. Cross-border compliance 

denotes the method by which organizations verify that their activities adhere to the legal 

and regulatory requirements of every jurisdiction in which they function. A major obstacle 

in this situation is the problem of jurisdiction—both in identifying which laws are relevant 

and in ensuring compliance across different countries. 

 

a. Jurisdiction Under International Law 

 

When used in a legal sense, the term jurisdiction describes the authority of a state to 

promulgate, adjudicate services and laws. Territoriality, nationality, protective principles 

and universality are canonized in international law (as have other policy goals which 

further institutionalize these pillars of jurisdiction), and this representation still hold true in 

the main principles of establishing basis of maxim for exercising jurisdiction. The most 

important of which is territorial jurisdiction, States are entitled to regulate behavior within 

their borders. In a globalized and inter connected world of digital economy, territorial 

jurisdiction might sometimes appear an anomaly especially where cybercrimes are 

involved. As a web-based ledger that makes use of the distributed computing principles, 

transactions can be taken place on the internet, servers may be in different countries and 



66 
 

data live in multiple places in parallel. As a result, it gets trickier which state has the 

jurisdiction on an action71. 

 

b. Conflicting Legal Obligations 

 

A more serious jurisdictional dilemma arises when a company is in an impossible spot, 

faced with having to deal simultaneously with a set of legal norms that appear to be 

mutually exclusive. One may be aware of the fact that “under “the General Data Protection 

Regulation rules (GDPR)” it is entirely illegal even to transfer international data to states 

that do not maintain “adequate” personal privacy (USA ISDS72). At the same time, 

according to several US laws on surveillance and state secrets, such as the recently enacted 

CLOUD Act and FISA, the company is required to provide the information from their 

servers located in Europe to the US authorities. Multinational businesses are “Caught 

between a rock and a hard place,” as the saying goes. It is impossible to comply with one 

rule without breaking the other. And such discord solely complicates doing business and 

enhances the probability of being penalized or losing one’s reputation either. 

 

 

c. Enforcement Across Borders 

 

But even when jurisdiction is reasonably clear, enforcement remains problematic. This is 

the simple answer: sovereign states traditionally cannot enforce their laws in another 

country except through mutual legal assistance treaties (MLATs) or other channels of 

international cooperation73. For example, if a regulator in one country wants to investigate 

 
71 “DISTRIBUTED SYSTEMS Principles and Paradigms. Available at: 

https://vowi.fsinf.at/images/b/bc/TU_Wien-Verteilte_Systeme_VO_%28G%C3%B6schka%29_-

_Tannenbaum-distributed_systems_principles_and_paradigms_2nd_edition.pdf, Last Accessed on: 25-07-

2025” 
72 “The Facts on “Investor-State Dispute Settlement”. Available at:  

https://ustr.gov/about-us/policy-offices/press-office/blog/2014/March/Facts-Investor-State%20Dispute-

Settlement-Safeguarding-Public-Interest-Protecting-Investors, Last Accessed on: 25-07-2025 
73 “F. No. 25016/52/2019-LC. Available at: https://www.mha.gov.in/sites/default/files/2022-

08/ISII_ComprehensiveGuidelines_17122019%5B1%5D.pdf, Last Accessed on: 25-07-2025” 

https://vowi.fsinf.at/images/b/bc/TU_Wien-Verteilte_Systeme_VO_%28G%C3%B6schka%29_-_Tannenbaum-distributed_systems_principles_and_paradigms_2nd_edition.pdf
https://vowi.fsinf.at/images/b/bc/TU_Wien-Verteilte_Systeme_VO_%28G%C3%B6schka%29_-_Tannenbaum-distributed_systems_principles_and_paradigms_2nd_edition.pdf
https://ustr.gov/about-us/policy-offices/press-office/blog/2014/March/Facts-Investor-State%20Dispute-Settlement-Safeguarding-Public-Interest-Protecting-Investors
https://ustr.gov/about-us/policy-offices/press-office/blog/2014/March/Facts-Investor-State%20Dispute-Settlement-Safeguarding-Public-Interest-Protecting-Investors
https://www.mha.gov.in/sites/default/files/2022-08/ISII_ComprehensiveGuidelines_17122019%5B1%5D.pdf
https://www.mha.gov.in/sites/default/files/2022-08/ISII_ComprehensiveGuidelines_17122019%5B1%5D.pdf
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a company situated elsewhere, it usually has to rely on the help of foreign authorities. It is 

slow, often a source of political sensitivity and frequently ineffective, particularly when 

there are large differences in the legal systems or where there is no cooperation framework 

based on treaties. 

 

d. Extraterritorial Reach of Domestic Laws 

 

The expansion of domestic laws in other countries to reach laterally across national borders 

means that these countries can now shape behavior beyond its boundaries. The U.S. 

Foreign Corrupt Practices Act (FCPA) covers acts of corruption for both U.S. persons and 

entities, as well as for non-entities., to companies in the U.S. that are traded on U.S. 

exchanges or engage in business with the United States74, while the "GDPR" operates 

extra-territorially, by regulating how personal data relating to EU citizens is handled by 

any organization globally irrespective of where it may be geographically headquartered. 

These regulations uphold a proper loyalty to international customs, or conversely 

(depending on how you see it) threaten the sovereign individuality of states and inhibit 

Global Law unification. 

 

 

e. Fragmentation of Regulatory Frameworks 

 

One of the puzzles that you can notice is when you compare regulatory frameworks. For 

instance, although there has been agreement in areas like anti-money laundering (‘‘AML’’) 

and counter- terrorism financing (‘‘CTF’’) as embodied by the Financial Action Task 

Force, other sectors have no harmonized norms. Tax, environmental laws, consumer rights 

regulations and labor standards may vary immensely from country to country. For global 

companies, adherence to local laws is complex and costly — such companies have to 

develop an extensive compliance system, pay for legal advice and design training which 

 
74 “U.S. Foreign Corrupt Practices Act. Available at: https://www.trade.gov/us-foreign-corrupt-practices-

act, Last Accessed on: 25-07-2025” 

https://www.trade.gov/us-foreign-corrupt-practices-act
https://www.trade.gov/us-foreign-corrupt-practices-act
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fits that jurisdiction. This very fragmented environment becomes nearly unmanageable 

(and cost prohibitive) especially for many smaller businesses. 

 

 

f. Digital Jurisdiction and Cyber Law 

 

The rise of cyberspace has delivered new jurisdiction dilemmas. Online platforms, digital 

services, and e-commerce companies may be required to register in jurisdictions where 

they lack a physical presence. This begs the question of if, and how, Uber-like companies 

can be governed by local laws. Some of the landmark cases in relation to cyber-Law 

dispute, have been Google v. CNIL75 and Microsoft Ireland case76 where High courts across 

various countries are discussing about the extent to which national law could be imposed 

on cyberspace. Now, many countries are developing data localization laws where the data 

should be saved inside their home land, makes it more complicated for cross-border 

compliance and not give clear jurisdiction. 

 

 

g. Dispute Resolution and Forum Shopping 

 

There are as well conflict resolution issues in not being clear about the jurisdiction. For 

instance, forum shopping—where litigants select bordering nations with more favorable 

live regulations or practices for lawsuits of that kind—can take place in cross-border 

disputes. It creates uncertainty, which leads to a higher legal spending. In trading and 

economic agreements, Members States often include jurisdiction or arbitration clauses to 

 
75 “Judgment of the Court (Grand Chamber) of 24 September 2019 (request for a preliminary ruling from 

the Conseil d’État — France) — Google LLC, successor in law to Google Inc. v Commission nationale de 

l’informatique et des libertés (CNIL). Available at: 

https://curia.europa.eu/juris/document/document.jsf?docid=220883&doclang=en&utm_source, Last 

Accessed on: 25-07-2025” 
76 “InfoCuria Case-law. Available at: 

https://curia.europa.eu/juris/document/document.jsf?docid=62940&doclang=EN&mode=&part=1, Last 

Accessed on: 25-07-2025” 

https://curia.europa.eu/juris/document/document.jsf?docid=220883&doclang=en&utm_source
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avoid disputes on jurisdictions but challenges still focus on the recognition and execution 

of judgments or awards in foreign countries. There are agreements such as “the Hague 

Convention on Choice of Court Agreements” and “the New York Convention on the 

Recognition and Enforcement of Foreign Arbitral Awards” to provide help but their 

acceptance and enforcement vary around the world. 

 

h. Regulatory Arbitrage and Compliance Risks 

 

Jurisdictional differences may also incentivize regulatory arbitrage, where companies 

structure their operations to exploit more lenient legal regimes. While this can reduce 

compliance costs, it also exposes firms to reputational damage, sanctions, or sudden legal 

changes if host countries tighten regulations. Moreover, the reliance on legal loopholes 

may not withstand the scrutiny of integrated international enforcement efforts, such as 

those led by the OECD, United Nations, or regional blocs77. 

 

Table 2: Jurisdictional Challenges 

Conflict Type Example Impact 

Extraterritorial 

Laws 

“GDPR” vs. “US 

CLOUD Act” 

Compliance 

contradictions 

Data 

Localization 

China vs. EU cross-

border flows 

Operational 

fragmentation 

Enforcement 

Gaps 

Varying breach 

notification rules 

Delayed incident 

response 

 

 

 

 
77 “Implementation of United Nations Security Council resolution 1325. Available at: 

https://www.un.org/peacebuilding/sites/www.un.org.peacebuilding/files/documents/globalstudywps_en_we

b.pdf, Last Accessed on: 25-07-2025” 

https://www.un.org/peacebuilding/sites/www.un.org.peacebuilding/files/documents/globalstudywps_en_web.pdf
https://www.un.org/peacebuilding/sites/www.un.org.peacebuilding/files/documents/globalstudywps_en_web.pdf
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3.3.Analyses of the effects of regulatory enforcement measures on businesses. 

 

Regulatory enforcement measures act as an essential tool for guaranteeing that corporations 

adhere to legal and ethical norms. When companies breach laws—spanning securities 

regulations, anti-corruption guidelines, data protection, and environmental rules—

regulatory agencies enforce penalties, sanctions, or structural changes. These measures not 

only punish previous wrongdoings but also seek to prevent future infractions and 

strengthen public confidence. The effects of this enforcement reach beyond monetary fines, 

affecting a company's reputation, operations, governance methods, and market outcomes. 

Various significant case studies demonstrate the diverse effects of regulatory enforcement 

on businesses. 

  

a. Volkswagen AG – Diesel Emissions Scandal ("Diesel gate")78 

 

German carmaker Volkswagen AG faced regulatory scrutiny in 2015 when it was 

discovered that the company had installed "defeat devices" in diesel vehicles to manipulate 

emissions tests. The EPA with the California Air Resources Board famously led the charge, 

soon to be joined by regulators in Europe and Asia. VW admitted it had cheated on 

emissions levels in more than 11 million cars sold worldwide.  

 

The repercussions were harsh. Volkswagen consented to pay over $30 billion in penalties, 

vehicle repurchases, environmental restoration, and compensation for consumers. The 

organization experienced major internal reorganization, featuring alterations in senior 

management and the establishment of a new compliance system. The scandal severely 

harmed VW’s brand image, especially in eco-aware markets, and prompted wider 

 
78 “In re Volkswagen “Clean Diesel” Mktg., Sales Practices, & Prods. Liab. Litig., 895 F.3d 597 (9th Cir. 

2018). Available at: https://casetext.com/case/in-re-volkswagen-clean-diesel-marketing-sales-practices-

products-liability-litigation, Last Accessed on: 25-07-2025” 

 

https://casetext.com/case/in-re-volkswagen-clean-diesel-marketing-sales-practices-products-liability-litigation
https://casetext.com/case/in-re-volkswagen-clean-diesel-marketing-sales-practices-products-liability-litigation


71 
 

regulatory changes in the automotive sector concerning emissions testing and corporate 

responsibility. 

 

b. Facebook (Meta Platforms Inc.) – Cambridge Analytica Data Scandal79 

 

Facebook ran into substantial regulatory scrutiny in 2018 when news broke that political 

consulting company Cambridge Analytica had improperly obtained data on millions of 

Facebook users without their informed consent. In 2019, the U.S. Federal Trade 

Commission (FTC) opened an investigation into Facebook's privacy practices, which 

ultimately led to a record-setting $5 billion fine—the largest-ever against any company for 

violating customer privacy.  

 

In addition to the financial fine, Facebook faced a 20-year consent decree mandating 

greater scrutiny of its data handling. The organization needed to create an autonomous 

privacy board, enhance openness with users, and undergo routine third-party evaluations. 

The enforcement action sparked wider discussions regarding data ethics, accountability of 

algorithms, and the influence of technology platforms. It also ignited global legislative 

efforts, including the suggested U.S. federal privacy laws and the enhancement of “GDPR” 

enforcement in the EU. 

 

 

c. British Petroleum (BP) – Deepwater Horizon Oil Spill80 

 

The 2010 Deepwater Horizon disaster, among the most severe environmental crises ever, 

occurred due to the explosion of an offshore drilling platform rented by BP in the Gulf of 

Mexico. Eleven employees lost their lives, and millions of barrels of oil leaked into the sea. 

 
79 “United States v. Facebook, Inc., No. 19-cv-2184 (D.D.C. July 24, 2019). Available at: 

https://www.ftc.gov/system/files/documents/cases/092_3184_facebook_order.pdf, Last Accessed on: 25-

07-2025” 
80 “United States v. BP Exploration & Production Inc., No. 2:16-cv-00159 (E.D. La. Apr. 4, 2016). 

Available at: https://www.justice.gov/enrd/file/838066/download, Last Accessed on: 25-07-2025” 

https://www.ftc.gov/system/files/documents/cases/092_3184_facebook_order.pdf
https://www.justice.gov/enrd/file/838066/download
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Inquiries uncovered major breaches of regulations and lapses in safety management by BP 

and its subcontractors.  

 

BP faced various regulatory actions with respect to its response to the spill from agencies 

such as the U.S. Department of Justice (DOJ), the Environmental Protection Agency (EPA) 

and the Department of the Interior. The company agreed to $20 billion in civil and criminal 

penalties, environmental remediation and restitution. Effect on BP: The incident 

permanently altered the approach to risk management at BP, and led to more stringent U.S. 

offshore drilling regulations. It also spurred the rest of the oil and gas sector to review their 

own safety protocols and emergency response capability. 

 

d. Wells Fargo – Unauthorized Accounts Scandal81 

 

In 2016, the Consumer Financial Protection Bureau (CFPB), the Office of the Comptroller 

of Currency (OCC) and even the City of Los Angeles had enforcement actions regarding 

Wells Fargo for opening millions of unauthorized bank accounts and credit card accounts 

in customers' names. The dishonest practices were driven by aggressive sales targets in a 

toxic corporate culture that valued metrics over ethics.  

 

Wells Fargo faced an initial penalty of $185 million, with later fines exceeding $3 billion, 

which encompassed criminal charges. The controversy led to the departure of senior 

leaders, including the CEO, and the Federal Reserve enforced a limit on the bank's asset 

expansion. Wells Fargo needed to restructure its governance framework, enhance internal 

controls, and modify its incentive programs. The enforcement measures revealed 

significant weaknesses in corporate governance and resulted in heightened regulatory 

oversight of banking operations throughout the industry. 

 

 
81 “Consumer Financial Protection Bureau et al. v. Wells Fargo Bank, N.A., No. 2016-CFPB-0015 (Sept. 8, 

2016). Available at: https://files.consumerfinance.gov/f/documents/092016_cfpb_WFBconsentorder.pdf, 

Last Accessed on: 25-07-2025” 

https://files.consumerfinance.gov/f/documents/092016_cfpb_WFBconsentorder.pdf
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e. Airbus SE – Global Bribery Settlement82 

 

Last year, Airbus SE, the major European aerospace company, reached a landmark €3.6 

billion (about $4 billion) settlement with prosecutors in France, the U.K., and the U.S. to 

resolve allegations of bribery and corruption. The investigations revealed that Airbus 

carried out a vast operation of bribing through intermediaries to win contracts in several 

countries. 

The multilateral resolution followed coordinated investigations by the U.S. Department of 

Justice, the UK’s Serious Fraud Office (SFO), and France's Parquet National Financier 

(PNF). Airbus had to step up its compliance and ethics program and be monitored for three 

years. The case highlighted the increasing cooperation and reach of global enforcement 

bodies and demonstrated the need for robust anti-corruption attirements by multinational 

companies, as well as transparent procurement practices. 

 

f. Equifax – Data Breach and Regulatory Repercussions83 

 

A massive data breach from 2017 affected 147.9 million people when Equifax, one of the 

three largest credit reporting agencies in the US at the time, was penetrated by hackers with 

entry to social security numbers of all their victims. The sensitive personally-identifiable 

information (PII) — consisting of Social Security numbers and birth dates — was exposed 

via an exposed database, thanks to some poor cybersecurity measures. Consumer 

protection agencies, including the FTC, the Consumer Financial Protection Bureau (CFPB) 

and state attorneys general all launched investigations. 

 

 

82 “Airbus Agrees to Pay over $3.9 Billion in Global Penalties to Resolve Foreign Bribery and ITAR Case. 

Available at: https://www.justice.gov/archives/opa/pr/airbus-agrees-pay-over-39-billion-global-penalties-

resolve-foreign-bribery-and-itar-case , Last Accessed on: 25-07-2025” 
83 “Consumer Financial Protection Bureau et al. v. Equifax Inc. 

No. 1:19-cv-03297-TWT (N.D. Ga. July 22, 2019). Available at: 

https://www.ftc.gov/enforcement/refunds/equifax-data-breach-settlement, Last Accessed on: 25-07-2025” 

https://www.justice.gov/archives/opa/pr/airbus-agrees-pay-over-39-billion-global-penalties-resolve-foreign-bribery-and-itar-case
https://www.justice.gov/archives/opa/pr/airbus-agrees-pay-over-39-billion-global-penalties-resolve-foreign-bribery-and-itar-case
https://www.ftc.gov/enforcement/refunds/equifax-data-breach-settlement?utm_source=chatgpt.com
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In 2019, Equifax agreed to pay up to $700 million as part of a settlement that would provide 

restitution and more steps to protect against cybersecurity breaches. The breach 

undermined public trust in the nation's credit bureaus and prompted renewed calls for 

stricter data protection laws in the United States, which also required Equifax revamp its 

information security practices and submit to annual reviews—a possible new template for 

how regulators might address systemic cybersecurity lapses. 

. 

 

 

g. GlaxoSmithKline (GSK) – Healthcare Fraud Case84 

 

GlaxoSmithKline has agreed to pay $3 billion in the largest healthcare fraud settlement in 

U.S. history in 2012, the Justice Department announced Monday. The Justice Department 

criminally charged the drugmaker, alleging that it promoted prescription medications for 

off-label purposes and failed to report safety information, as well as boots on the ground 

enticements to doctors. The agreement involved both civil and criminal fines for 

violations of the False Claims Act as well as the Food, Drug, and Cosmetic Act. 

 

As a result of the enforcement action, GSK resolved to undergo a five-year corporate 

integrity agreement with the Department of Health and Human Services (HHS), requiring 

monitors to impose strict compliance reforms. The case was an important reminder of the 

need for ethical advertising and better regulation in the pharmaceutical industry, with 

stricter internal disciplines and protections for whistle-blowers. 

 

h. Toshiba – Accounting Scandal and Regulatory Fallout85 

 
84 “Largest Health Care Fraud Settlement in U.S. History. Available 

at:https://www.justice.gov/archives/opa/pr/glaxosmithkline-plead-guilty-and-pay-3-billion-resolve-fraud-

allegations-and-failure-report, Last Accessed on: 25-07-2025” 

85 “Toshiba's Accounting Scandal: How It Happened (OTCBB: TOSBF). Available at: 

https://www.investopedia.com/articles/investing/081315/toshibas-accounting-scandal-how-it-happened.asp 

, Last Accessed on: 25-07-2025” 

 

https://www.justice.gov/archives/opa/pr/glaxosmithkline-plead-guilty-and-pay-3-billion-resolve-fraud-allegations-and-failure-report
https://www.justice.gov/archives/opa/pr/glaxosmithkline-plead-guilty-and-pay-3-billion-resolve-fraud-allegations-and-failure-report
https://www.investopedia.com/articles/investing/081315/toshibas-accounting-scandal-how-it-happened.asp
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Japanese conglomerate Toshiba was found to have over $1.2 billion in inflated profit from 

a seven-year period in 2015. Allegations of improper accounting practices were attributed 

to the pressure from senior management to meet unrealistic income targets. The scandal 

triggered investigations by Japan's Securities and Exchange Surveillance Commission 

(SESC) and the Tokyo Stock Exchange. 

 

It paid financial penalties, its chief executives at the time either quit or were sacked, and 

its market capitalisation fell sharply. It was demoted from the first section of the high 

prestige Tokyo Stock Exchange and became a warning flag for significant corporate 

governance reform. The cases exposed flaws in internal auditing and management 

oversight, and triggered regulatory calls for more transparency among Japan Inc. 

 

 

3.4.Discussion on gaps and overlaps in global cybersecurity laws. 

 

Technology has quickly advanced into the digital era and many international cyber threats 

have emerge turning cybersecurity into a global issue. Regardless, the legal foundations 

that oversee cybersecurity remain fragmented, patchy, and often after-the-fact. Over the 

years in various countries, but without any global consistency or enforcement being 

established, many nations have created a legal framework for cybersecurity with the result 

that the rules applicable to any one organization are different just about everywhere. Those 

inconsistencies impede enforcement, cooperation, and corporate compliance, especially 

with respect to cross-border cybercrime, data breaches, and critical infrastructure 

protection. 

  

a. Lack of Harmonized International Legal Framework 

 

A major gap in international cybersecurity law is the absence of a definitive global treaty 

that comprehensively governs state behavior in cyberspace. The only treaty whose 



76 
 

implementation has already influenced several countries in the world and which is binding 

for those states that are party of it, "Budapest Convention on Cybercrime" (2001), leaves 

its main thrust outside Europe and some non-European signatory countries86. Major powers 

like Russia, China and India have sat on the sidelines amid worries about sovereignty and 

Western influence in its creation. Lack of consensus at the global level on the other hand 

blocks creating uniform legal norms among states in order to fight with cybercrime, 

facilitates cross-border investigations and clarifies cyberspace as an area of warfare or 

intelligence activities. 

 

b. Divergent Definitions and Scope 

 

Those countries generally have unique definitions for basic cybersecurity concepts such as 

critical infrastructure, personal data, data breach, and cybercrime. While the European 

Union's “General Data Protection Regulation' ('GDPR')” provides a detailed definition of 

personal data, societies like those in the US employ sector-based approaches with varying 

standards across industries. The different interpretations of these legal provisions raise 

uncertainty and more compliance pressure for international companies, which operate in 

multiple jurisdictions. In addition, some cyber regulations are sector-specific (i.e., finance 

or defense) and others are broader, encompassing multiple sectors. 

 

 

c. Regulatory Overlaps in Data Protection and Cybersecurity 

 

Cybersecurity regulations and data protection laws have a lot of crossovers. For instance, 

“GDPR” requires technical as well as organizational actions in protection of personal data, 

which makes cybersecurity duties embedded into the information privacy sphere. At the 

same time, industry-specific cybersecurity laws, such as the EU's "NIS2" Directive or U.S. 

Health Insurance Portability and Accountability Act (HIPAA), impose similar 

 
86 “Appendices-Convention-on-Cybercrime. Available at: https://www.parliament.gov.fj/wp-

content/uploads/2023/07/Appendices-Convention-on-Cybercrime.pdf, Last Accessed on: 25-07-2025” 

https://www.parliament.gov.fj/wp-content/uploads/2023/07/Appendices-Convention-on-Cybercrime.pdf
https://www.parliament.gov.fj/wp-content/uploads/2023/07/Appendices-Convention-on-Cybercrime.pdf
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requirements87. This could result in multiple, disparate audits that overlap or do not align 

directly with normal audit schedules or compliance standards, all of which are typically a 

significant burden to enterprise organizations and health care institutions. 

 

d. Fragmented Approaches to Incident Reporting 

 

One of the major areas of inconsistency is the incident reporting requirements. For 

example, one disclosure rule in a given jurisdiction could be upon becoming aware of a 

data breach, you must immediately notify the Data Protection Regulator, while another 

may have no set timeline or only it mandates disclosure under certain conditions88. In the 

U.S., breach notification laws differ state by state, making it a complicated regulatory target 

for enterprises. This fragmentation limits the capacity to pursue rapid and coordinated 

cross-border investigative actions against cyber incidents. Additionally, a lack of 

harmonization in requirements will tempt companies to go "forum shopping" and choose 

jurisdictions that have more lenient reporting mandates. 

 

 

 

 

 

 

 

 

 

 

 

 

 
87 “Cybersecurity Regulations and Laws. Available at:  

https://www.connectwise.com/blog/cybersecurity-laws-and-legislation, Last Accessed on: 25-07-2025” 
88 “Notification of a personal data breach to the supervisory authority. Available at:  

https://gdpr-info.eu/art-33-gdpr/, Last Accessed on: 25-07-2025” 

https://www.connectwise.com/blog/cybersecurity-laws-and-legislation
https://gdpr-info.eu/art-33-gdpr/
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“Updated Mapping of Personal Data Protection around the World”89 

 

 

 

 

 

 

 

 

 

 

 

 

 
89 “Updated Mapping of Personal Data Protection Around the World. Available at: 

https://www.lickslegal.com/post/updated-mapping-of-personal-data-protection-around-the-world?, Last 

Accessed on: 25-07-2025” 

 

https://www.lickslegal.com/post/updated-mapping-of-personal-data-protection-around-the-world
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e. Contradictions in Data Localization and Cross-Border Transfers 

 

The restrictions are framed by nation-states as data localization laws requiring data to 

reside in their geographic territory — appealing to concerns about national security and 

sovereignty. For instance, China Cybersecurity Law and India Personal Data Protection 

Bill; both have provisions for data localization. Unlike here, the EU allows for cross border 

data transfers under certain conditions that ensure protection is “adequate”. Meanwhile, 

this contradiction in regulations results in conflicts for international data processing and 

barriers to global “cloud” computing activities where this matter rises concerning the 

harmonization of governance systems for the data. In addition, they place obstacles in the 

way of worldwide investigations which require access to electronic data held overseas. 

 

 

 

 

f. Overlapping Jurisdictions and Enforcement Authority 

 

Many of the same cybersecurity issues are being ruled on by more than one regulatory 

agency, each with overlapped authority. In the U.S.: The same data leak from a financial 

services firm could attract investigations by the SEC, FTC, state attorneys general, and 

industry-specific regulators. This could be either the data protection authorities in each 

country or national cybersecurity agencies across the EU. These overlaps might result in 

conflicting requirements, duplicated enforcement actions, and regulatory fatigue for 

businesses. 
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g. Gaps in Protection for Emerging Technologies 

 

Many of today's cybersecurity laws were crafted before the proliferation of newer 

technologies like artificial intelligence, the Internet of Things (IoT), blockchain, or 

quantum computing. As a result, there are holes in how new risk vectors introduced by 

these technologies are being addressed. IoT devices, for instance, often have inconsistent 

security practices with few regions mandating strict producer responsibility. Similarly, AI 

systems are now used more and more in critical infrastructure but many governments still 

have not framed their responses for the risks of cyber security associated with these 

technologies. It draws out the regulation process to increase exposure and decrease 

accountability. 

 

h. Limited Provisions for International Cooperation and Attribution 

 

Cyber incidents frequently transcend borders, making international cooperation essential. 

However, legal provisions for mutual legal assistance, evidence sharing, and coordinated 

response are often limited, outdated, or non-binding. Attribution—identifying the source 

of a cyberattack—is especially challenging due to the technical complexity and geopolitical 

implications. Most countries are reluctant to share intelligence or collaborate on 

investigations due to concerns over national security and jurisdictional constraints. The 

lack of binding international protocols further exacerbates these issues, allowing state-

sponsored cyber activities to go unchecked. 

 

i. Inconsistent Penalty Structures and Enforcement Practices 

 

Sanctions and consequences for the commission of cybersecurity breaches differ markedly. 

Some jurisdictions lay down heftier penalties, like the multi-million-euro fines under 

“GDPR,” while others restrict themselves to warnings or provide few remedies. This 
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inconsistency harms deterrence; it simply creates a competitive disadvantage, as 

companies can factor fines into the cost of doing business. In addition, enforcement levels 

also vary even amongst the same regulatory scheme — there are some EU countries being 

more active regarding “GDPR” while others are not, so this creates a view of non-

consistent enforcement practices. 

 

j. Policy Fragmentation and Geopolitical Influences 

 

As a result, there have always been significant divergences between nation states policy 

toward cybersecurity; they are politically influenced by the decisions of sovereign nations 

as well as lack of global coverage in legislation. Western nations, which might be more 

likely to stress individual privacy and democratic norms, weigh differently than 

authoritarian states over state control and cyber sovereignty. The ideological difference 

inhibits the centralization of cyber governance in a universal framework. In certain 

situations, though, the norms around cybersecurity regulations are misaligned with actual 

risk mitigation and abused as a trade protectionist or surveillance tool. Such politicization 

of cybersecurity law abets a less change in institutional position and is definitive to 

destruction trust and reconciliation. 
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CHAPTER – 4 

 

GOVERNANCE MODELS IN LEADING GLOBAL CORPORATIONS 

 

Corporate governance is how a company is directed and controlled. This concerns 

management and board, shareholders and others with interest in the company. Efficient 

governance is crucial because transparent, accountable, and sustainable operation relies on 

it. While many will point to governance models as a reflection of national legal systems, 

or cultural elements specific to different geographies the simple fact is global companies 

often adopt, adapt or blend them in light of overseas standards and rules along with their 

business strategies. A comparative study of governance frameworks at the highest level 

across global companies showed examples of a range of methods, influenced by legal 

emancipation, ownership power and corporate ideology. 

 

 

i. The Anglo-American Model90 

 

Typified by the form found predominantly in the United States and the UK, the Anglo-

American model is one of dispersed ownership and shareholder primacy, with a premium 

on financial performance. In this model, the board of directors is responsible for monitoring 

management and protecting the interests of shareholders. Boards are usually a mix of 

executive and non-executive directors with an emphasis on independence, often through 

the use of audit, compensation, and governance committees. 

 

 
90 “The Anglo-American model of corporate governance, also known as the Anglo-Saxon model. Available 

at: https://www.researchgate.net/publication/227451303_Is_there_an_Anglo-

American_corporate_governance_model, Last Accessed on: 25-07-2025” 

 

 

 

https://www.google.com/search?safe=active&sca_esv=cc828bb36e4d80dc&rlz=1C1GCEA_enIN1162IN1162&cs=0&q=Anglo-American+model+of+corporate+governance&sa=X&ved=2ahUKEwiH0NCDyISPAxXiyDgGHZqXCAgQxccNegQIAxAB&mstk=AUtExfD-a1ypseTsLVWYr3of0oUy2pwDWouIDFnHZY20dwKha5ogf4yvz3doNONDy-IzDvv2a7VFDvN8g56EkLqbqnzVygnSrVDqHEo5BfObgxmEYzfBrylbQP0do3aUAzXjpMw&csui=3
https://www.google.com/search?safe=active&sca_esv=cc828bb36e4d80dc&rlz=1C1GCEA_enIN1162IN1162&cs=0&q=Anglo-Saxon+model&sa=X&ved=2ahUKEwiH0NCDyISPAxXiyDgGHZqXCAgQxccNegQIAxAC&mstk=AUtExfD-a1ypseTsLVWYr3of0oUy2pwDWouIDFnHZY20dwKha5ogf4yvz3doNONDy-IzDvv2a7VFDvN8g56EkLqbqnzVygnSrVDqHEo5BfObgxmEYzfBrylbQP0do3aUAzXjpMw&csui=3
https://www.researchgate.net/publication/227451303_Is_there_an_Anglo-American_corporate_governance_model
https://www.researchgate.net/publication/227451303_Is_there_an_Anglo-American_corporate_governance_model
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Apple Inc. and Microsoft as well keep a close watch over executive decisions, subject them 

to board approval and ensure compliance with regulatory norms. Stock movement also can 

drive executive pay because it is often tied to stock performance, which theoretically aligns 

the interests of executives with those of shareholders. The system emphasizes transparency 

through extensive financial disclosure and thorough regulatory oversight by organizations 

like the U.S. Securities and Exchange Commission (SEC). 

 

 

ii. The Continental European Model91 

 

In the Continental European model, which is most common for Germany, France, and the 

Netherlands, ownership tends to be highly concentrated in the hands of families or banks 

that often own a significant amount of equity. Under this model, governance balances the 

rights of shareholders against the interests of a broader set of stakeholders including 

employees and creditors. The dual-layer board, which is composed of two boards—a 

management board (executive directors) and supervisory board (non-executive directors). 

 

A well-known two-tier model is used by the likes of Volkswagen AG and Siemens AG: 

whereas the supervisory board appoints and monitors an executive management board. 

Germany: Co-determination laws require employee representatives on the supervisory 

board (stakeholder-driven governance) The model emphasizes stability over making a 

quick buck, and cares more about the long game than short-term financial gains—it puts a 

heavy emphasis on consensus and risk management. 

 

 

 

 

 

 
91 “Continental European Model. Available at:  

https://www.open.edu/openlearncreate/mod/page/view.php?id=225160, Last Accessed on: 25-07-2025” 

https://www.open.edu/openlearncreate/mod/page/view.php?id=225160
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iii. The Japanese Model92 

 

Relations between companies, banks and suppliers in Japan is held even more complex to 

a Westerner due to the keiretsu network of cross-directorships. Ownership is typically 

stable, with cross-shareholding among affiliated companies. Traditionally, Japanese 

corporate boards were stacked with insiders and had little independent oversight. Yet Japan 

has also been undertaking governance reforms to improve transparency and shareholder 

engagement. 

 

The hybrid governance structure is a dual board system, in which Japanese companies 

allow outside directors to serve on the Board of Directors and have formed special 

committees to comply with global standards, such as Toyota Motor Corporation. The Diet 

also adopted the Corporate Governance Code, which promotes board independence, vote 

disclosure and institutional investor engagement. While in the traditional model, conflict 

is minimized and consensus is promoted, the modern evolution takes conflict head on but 

understands that all stakeholders must achieve a reasonable (albeit dull) balance. 

 

iv. The Family-Owned Governance Model93 

 

Family-held governance: A brief Several multinational corporations, particularly in Asia 

and Latin America have been functioning in a family-held controlling structure. What this 

means is that in such instances families remain owners so therefore control and influence 

strategic decisions, often either through a board position or via dual class shares. On the 

 
92 “The-Japanese-Model. Available at: https://www.scribd.com/document/362860020/The-Japanese-Model, 

Last Accessed on: 25-07-2025” 

 
93 “Family Business Governance: A Primer. Available at:  

https://www.comerica.com/insights/wealth-management/family-and-goals/family-business-

governance.html, Last Accessed on: 25-07-2025” 

https://www.scribd.com/document/362860020/The-Japanese-Model
https://www.comerica.com/insights/wealth-management/family-and-goals/family-business-governance.html
https://www.comerica.com/insights/wealth-management/family-and-goals/family-business-governance.html
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one hand, this can foster long-term vision and commitment, but minority shareholder 

protection and bloodline issues can cut both ways. 

 

South Korea has a couple, so does India. on-property enterprises controlled through 

Colonialist states induced house owners — assume Samsung Group in South Korea, or 

Tata Group in India. They tend to blend traditional uncertainties with tried-and-tested 

governance mechanisms in order to gain investor confidence. Although on the one hand, 

professionalization of this kind can curiously dilute family control (in terms of governance 

and ownership mechanisms, oversight features including independent directorships, family 

constitutions or external advisory boards) seek to safeguard that control. 

. 

 

v. The State-Owned Enterprise (SOE) Governance Model94 

 

Its economy is dominated by corporations run by the state in sectors like energy, 

transportation and finance. They are quasi-public enterprises that carry out government 

policy, usually under the direction of a returned-minority shareholder or absent for-profit. 

For SOEs, the twin questions are how to improve commercial performance and discharging 

social or national obligations. 

 

China National Petroleum Corporation (CNPC) and Saudi Aramco falls in this category; 

they come as examples of SOE governance model where government officials sit on the 

board of directors and decisions as commonly driven by national development objectives. 

In SOEs, the governance frameworks for state-owned enterprises usually emphasizes 

transparency, anti-corruption and performance management as these firms are often listed 

on global stock exchanges so that they may get capital easier and are held more accountable 

to outsiders. 

 

 
94 “Guidelines-on-corporate-governance-of-state-owned-enterprises. Available at: 

https://www.oecd.org/en/publications/oecd-guidelines-on-corporate-governance-of-state-owned-

enterprises-2024_18a24f43-en.html, Last Accessed on: 25-07-2025” 

https://www.oecd.org/en/publications/oecd-guidelines-on-corporate-governance-of-state-owned-enterprises-2024_18a24f43-en.html
https://www.oecd.org/en/publications/oecd-guidelines-on-corporate-governance-of-state-owned-enterprises-2024_18a24f43-en.html


86 
 

 

 

vi. Hybrid and Evolving Governance Models95 

 

Especially in the age of globalization, many companies practice effective governance 

combinations of otherwise incompatible systems that account for market expectations, 

regulatory structures and cultural idiosyncrasies or ignore geographical boundaries. As an 

illustration, — multinationals led by emerging economy culture acutely tuned to global 

investor expectations and international capital markets listing rules may now include 

elements of Anglo-American principles in their governance template (e.g. board 

independence, shareholder involvement) while raising equity overseas. 

 

Alibaba Group, including China-based Alibaba and one that has shares traded on both the 

New York and Hong Kong Stock Exchanges, for example uses a partnership governance 

structure that allows founders and top executives to nominate most members of its board. 

This approach has won plaudits for its retention of founder vision but attracted criticism 

for eroding the democracy of shareholders. 

 

In Switzerland, meanwhile, Nestlé is moving towards a one-tier board with the emphasis 

on sustainability and stakeholder interests (having regard to the new ESG (Environmental, 

Social & Good Governance) factors into strategic planning). In addition, may of the 

multinational are changing their governance to international standards like Principles of 

Corporate Governance OECD & Global Compact UN. 

 

 

 

 

 
95 “Evolution in Public Governance Models: From Administrative Management to the Hybrid and 

Normative Concept of Good Governance. Available at:  

https://ideas.repec.org/a/nwe/iisabg/y2021i4p106-124.html, Last Accessed on: 25-07-2025” 

https://ideas.repec.org/a/nwe/iisabg/y2021i4p106-124.html
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vii. Corporate Management and ESG Integration96 

 

By now, the inclusion of ESG characteristics in governance has become a hallmark of 

leading companies. Shareholders, regulators and customers alike are expecting companies 

to demonstrate good stewardship of the environment that reflects its dedication in corporate 

governance and social accountability. Companies like Unilever, BlackRock and Tesla have 

brought attention to ESG results in their corporate governance. 

 

He added that additional boards are also being held accountable in both climate risk and 

diversity/inclusion within their workforces, while also adopting transparent supply chain 

practices. Corporate Strategy — ESG is ingrained into the corporate strategy via special 

task forces, sustainability reporting and stakeholder engagement streams. As these 

expectations measure performance, increasingly far beyond the realm of traditional 

financial indicators pointing to corporate success, governance frameworks are also 

evolving to adapt their understanding.  

 

4.1.Examination of cybersecurity governance frameworks in the top five global 

corporations. 

 

i. Apple Inc. 

 

Apple integrates its cybersecurity governance in its commitment to user privacy and data 

security, which are embedded in Apple’s corporate culture and technology development 

 
96 “Unlocking investment value with active ownership. Available at: https://www.wellington.com/en-

axj/institutional/sustainability/stewardship-and-esg-integration, Last Accessed on: 25-07-2025” 

https://www.wellington.com/en-axj/institutional/sustainability/stewardship-and-esg-integration
https://www.wellington.com/en-axj/institutional/sustainability/stewardship-and-esg-integration
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composition97. Apple utilizes a layered security approach combining technical measures, 

regulation, and personnel education. Apple is masterful in end-to-end encryption, strong 

admittance power, integrating Amazon’s security, and real-time security monitoring in iOS, 

macOS, and cloud services. Governance-wise, Apple has a direct link to the senior 

leadership team, Information Security and Privacy, making cybersecurity an agenda at the 

top of decision-making levels. Apple utilizes the international standard “ISO/IEC 27001” 

and adheres to strict regulations such as “GDPR”, “CCPA”, among others. The 

organization implements third-party regular assessment and a bug bounty regime that 

boosts its security confidence. Apple also invests substantially in intelligence to be an 

industry leader in predicting threats and protecting the supply chain98. Apple is also with a 

plethora of users and services and products99.  

 

ii. Microsoft Corporation 

 

Microsoft’s cybersecurity governance approach is broad and widely considered to be an 

industry standard. The structure corresponds to the “NIST” Cybersecurity Framework and 

ISO/IEC standards, integrated risk assessment, threat detection, and incident response100. 

Security governance at Microsoft is centralized under the “Chief Information Security 

Officer (CISO)” and balanced by dedicated groups focusing on identity, cloud 

 

97 “Apple Platform Security and Corporate Cyber Responsibility. Available at: 

https://drrispens.medium.com/apple-platform-security-and-corporate-cyber-responsibility-dbc64673c3e6, 

Last Accessed on: 25-07-2025” 

98 “People and Environment in Our Supply Chain. Available at: https://www.apple.com/euro/supplier-

responsibility/l/titles_en/pdf/Apple_ESCI_2022_Progress_Report_UK_IE.pdf, Last Accessed on: 25-07-

2025” 

99 “Identify legitimate emails from the App Store or iTunes Store. Available at: https://support.apple.com/en-

in/102406, Last Accessed on: 25-07-2025” 
100 “National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF). Available 

at:https://learn.microsoft.com/en-us/compliance/regulatory/offering-nist-csf, Last Accessed on: 25-07-

2025” 

https://drrispens.medium.com/apple-platform-security-and-corporate-cyber-responsibility-dbc64673c3e6
https://www.apple.com/euro/supplier-responsibility/l/titles_en/pdf/Apple_ESCI_2022_Progress_Report_UK_IE.pdf
https://www.apple.com/euro/supplier-responsibility/l/titles_en/pdf/Apple_ESCI_2022_Progress_Report_UK_IE.pdf
https://support.apple.com/en-in/102406
https://support.apple.com/en-in/102406
https://learn.microsoft.com/en-us/compliance/regulatory/offering-nist-csf
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environments, and intelligence101. Microsoft is transparent and shares cyber awareness 

with the global community and assists worldwide cybersecurity initiatives. Microsoft has 

incorporated security controls into its products, with the Azure “cloud” service built on 

compliant practice such as HIPAA, FedRAMP, and “GDPR”102. Microsoft issues regular 

security alerts and empowers its customers to manage their safety settings103.  

 

iii. Amazon, Amazon Web Services – AWS. 

 

Amazon-style: Although it is not explicitly called a cybersecurity governance framework 

(CGF), Amazon’s security risk program design and controls implemented are very well 

integrated with AWS “cloud” infrastructure management while clearly fostering the shared 

responsibility principals of AWS and their customers. Risk Management on Amazon: AWS 

maintains a comprehensive risk management process based on ISO 27001, SOC 2, PCI 

DSS and other compliance regimes104. 

 

Governance rests with a specialized security team that focuses on policy development, 

compliance management, and incident response. AWS uses automated security monitoring 

tools and machine learning algorithms to detect any type of exception105. This includes 

mandatory training and awareness initiatives for employees, so that the human aspect of 

security is covered. 

 
101 “Securing our future: April 2025 progress report on Microsoft’s Secure Future Initiative. Available at:  

https://www.microsoft.com/en-us/security/blog/2025/04/21/securing-our-future-april-2025-progress-report-

on-microsofts-secure-future-initiative/, Last Accessed on: 25-07-2025” 
102 “Azure compliance documentation. Available at: https://learn.microsoft.com/en-us/azure/compliance/, 

Last Accessed on: 25-07-2025” 

103 “Enable or disable security alerts about links and files from suspicious websites. Available at: 

https://support.microsoft.com/en-us/office/enable-or-disable-security-alerts-about-links-and-files-from-

suspicious-websites-a1ac6ae9-5c4a-4eb3-b3f8-143336039bbe, Last Accessed on: 25-07-2025” 

 
104 “ISO/IEC 27001:2022. Available at: https://aws.amazon.com/compliance/iso-27001-faqs/, Last 

Accessed on: 25-07-2025” 
105 “Detection and Response on AWS. Available at: https://aws.amazon.com/products/security/detection-

and-response/, Last Accessed on: 25-07-2025” 

https://www.microsoft.com/en-us/security/blog/2025/04/21/securing-our-future-april-2025-progress-report-on-microsofts-secure-future-initiative/
https://www.microsoft.com/en-us/security/blog/2025/04/21/securing-our-future-april-2025-progress-report-on-microsofts-secure-future-initiative/
https://learn.microsoft.com/en-us/azure/compliance/
https://support.microsoft.com/en-us/office/enable-or-disable-security-alerts-about-links-and-files-from-suspicious-websites-a1ac6ae9-5c4a-4eb3-b3f8-143336039bbe
https://support.microsoft.com/en-us/office/enable-or-disable-security-alerts-about-links-and-files-from-suspicious-websites-a1ac6ae9-5c4a-4eb3-b3f8-143336039bbe
https://aws.amazon.com/products/security/detection-and-response/
https://aws.amazon.com/products/security/detection-and-response/
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AWS documentation and frameworks, as well as third-party services help customers fulfil 

their responsibilities and AWS ensure there is a culture of shared ownership in 

cybersecurity. Regular penetration testing, vulnerability assessments, and a tested incident 

response plan ensure prompt detection and mitigation of cyber threats. 

 

iv. Alphabet Inc. (Google) 

 

Cybersecurity governance at Google Is based in a solid data protection, privacy by design 

and operational resilience. And Google, including all of its products, services and the 

Infrastructure as a Service (IAAS) by which they deliver those to you are encompassed 

within the perimeter of governance under the authority of the Google Security Team who 

report to one executive with responsibility for global security policy, risk management and 

compliance106. 

 

Strict requirements are imposed by Google on any “cloud” services such as " ISO/IEC 

27001", SOC 2, FedRAMP107. The company invests in next-generation threat detection 

technology such as artificial intelligence and behavioral analysis to identify sophisticated 

cyberattacks before the offense happens108. Google For its part, Google has taken the lead 

with mandatory security training for every employee and a robust program for receiving 

patch vulnerability reports from anyone. 

 

In order to comply with the different regulatory requirements around the globe, Google is 

placing a strong focus on data governance that is underpinned by tight access control, 

encryption protocols and consideration of residency policies. 

 

 
106 “What is IaaS?. Available at:https://cloud.google.com/learn/what-is-iaas, Last Accessed on: 25-07-2025” 
107 “FedRAMP. Available at: https://cloud.google.com/security/compliance/fedramp, Last Accessed on: 25-

07-2025” 
108 “The impact of artificial intelligence on organisational cyber security: An outcome of a systematic 

literature review. Available at: https://www.sciencedirect.com/science/article/pii/S2543925123000372, Last 

Accessed on: 25-07-2025” 

https://cloud.google.com/learn/what-is-iaas
https://cloud.google.com/security/compliance/fedramp
https://www.sciencedirect.com/science/article/pii/S2543925123000372
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v. Facebook (Meta Platforms, Inc.) 

 

This is how the cybersecurity governance framework at Meta focusses on user data, 

platform protection and trustiness. It has a unified Global Security team led by the “CISO” 

that scopes governance responsibilities of cybersecurity risk into broader business risk and 

compliance functions109. 

 

Meta employs a defense-in-depth model that combines: automated threat detection, 

manned security operations centers, and 24/7 monitoring of its global network 

infrastructure. They work to follow “ISO 27001” and “SOC 2” standards, as well as data 

protection laws such as “GDPR” and “CCPA”110. 

 

Meta governance consists of heavy incident response and crisis management protocols, in-

depth employee security awareness programs, and cooperation with external cybersecurity 

organizations. The moves are part of a push for greater disclosure aimed at making it clear 

to the street how company is tackling cybersecurity challenges. 

 

4.2. Role of leadership, including boards and Chief Information Security Officers 

(“CISO”s), in legal compliance. 

 

Legal compliance is more important than ever in the modern business landscape, with 

cybersecurity and data privacy making the top of the list of major regulatory concerns. 

Strong leadership at the highest levels—which largely involves boards of directors and 

Chief Information Security Officers (“CISO”s)—is key to ensuring organizational 

 

109 “Cyber Risk. Available at: https://www.theirm.org/media/7237/irm-cyber-risk-resources-for-

practitioners.pdf, Last Accessed on: 25-07-2025” 

110 “Data-security. Available at: https://developers.facebook.com/docs/resp-plat-initiatives/individual-

processes/data-protection-assessment/data-security/, Last Accessed on: 25-07-2025” 

https://www.theirm.org/media/7237/irm-cyber-risk-resources-for-practitioners.pdf
https://www.theirm.org/media/7237/irm-cyber-risk-resources-for-practitioners.pdf
https://developers.facebook.com/docs/resp-plat-initiatives/individual-processes/data-protection-assessment/data-security/
https://developers.facebook.com/docs/resp-plat-initiatives/individual-processes/data-protection-assessment/data-security/
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compliance obligations are fulfilled and risk exposure is dealt with effectively. Their 

inclusion is crucial to not only be in compliance with the laws but to help create a culture 

of compliance and accountability throughout your organization. 

 

Fiduciary duty always remains with boards of directors and compliance management 

remains, responsibility-wise, on the top floors. The complex array of regulations around 

data privacy, cybersecurity, financial disclosure and corporate integrity have only added to 

this obligation. Boards are expected to possess or at least obtain relevant knowledge to 

understand these requirements, which can range from global rules such as the “General 

Data Protection Regulation” (“GDPR”) to industry-specific guidelines like Health 

Insurance Portability and Accountability Act (HIPAA). They authorized the compliance 

policies, distributed key elements and checked whether internal control processes were 

created and maintained as prescribed. The board functions at the top of the organization to 

influence the approach across the entire institution as it defines how legal and ethical 

responsibilities shall be met. 

 

In this context, one of the critical role of boards is to ensure continuous monitoring by 

reviewing compliance risks and obtaining regular progress updates on cyber-security 

incidents, audits and regulatory trends. Many boards establish committees—for instance, 

audit or risk committee—that focus entirely on compliance areas. These committees ensure 

that the compliance efforts of management are adequate, and not above or below what the 

entity has deemed its risk appetite to be. When the board effectively exercises its 

monitoring function, it acts as a barrier and reduces the prevalence of dereliction and 

wrongdoers by signaling to employees–from top managers down to operational-level staff–

and external parties that compliance non-negotiable. 

 

At the top position for information security sits the CISO (chief information security 

officer, or an equivalent), serving as the operational head for cybersecurity compliance. 

The CISO (often reports to the Chief Executive Officer or Chief Risk Officer) that oversees 

and leads security strategy development, ensures that strategies are in line with 

legal/regulatory requirements. The “CISO” need to know what the relevant laws are, like 
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data breach notification obligations or frameworks such as the NIST Cybersecurity 

Framework and ensure that their policies, procedures, and technical implementation 

comply with them. 

 

In addition to technical measures, CISOs perform risk assessments and incident 

management all the way from soup to nuts while operating across every department 

including legal, compliance, HR – installing compliance in everyday business. Part of the 

role a solid cybersecurity posture includes training staff on compliance protocols and 

security best practices, helping to build a culture of awareness & accountability. It is critical 

for "CISOs" to articulate the complexity of cybersecurity matters in a manner relatable to 

the board and executive management, in order to get leadership support and resources they 

need for ensuring compliance. 

 

This becomes a challenge for boards as well as the “CISO” — keeping abreast of what 

continues to be an ever-changing legal landscape and how new-age cyber threats emerge. 

Cybersecurity oversight: Boards should maintain access to cybersecurity expertise, either 

through internal members or external advisors to best oversee the company. Contrast that 

with the reality of most “CISOs” who are working under resource constraints having to 

prioritize between what seem like "competing priorities", whilst all the time emphasizing 

the difficult investments required in compliance capabilities. 

 

Indeed, effective governance frameworks for legal compliance can only be achieved with 

the committed involvement of boards and “CISO”s. Strong communication and 

collaboration provide insight to the board on what cyber threats the organization faces, and 

allow CISO invalidate compliance before it becomes an issue. This partnership inclines to 

embed the compliance within the strategic objectives and risk management frame of the 

organization. 

 

With greater frequency, regulatory authorities are taking company leadership-level 

accountability for compliance deficiencies. As legislation and regulation have developed, 

increasing the focus on the accountability of boards and senior management (some 
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jurisdictions actually hold them responsible directly for defective oversight). The change 

in the market from a guidance-based approach to management-systems based compliance 

reinforces the requirement for leaders to be engaged in compliance work and serves as a 

continuous governance improvement. 

 

Compliance is more than an exercise in checking a box (adhering to statutory mandates); 

it is about having that proactive leadership in place that ensures that compliance becomes 

part of the fabric of the corporate culture and operations. Based on their roles, Boards and 

“CISOs” are in a unique position to lead these initiatives for integration and hence build 

resilient organizations fit to handle the regulatory environment and cyber threats. 

 

 

4.3.Integration of advanced technologies (AI, block chain) within governance 

models. 

 

Rapid advancements in technologies such as blockchain and Artificial Intelligence (AI) of 

which have forced organizations and governments across the globe to rethink existing 

governance frameworks. While these technologies have the potential to improve 

transparency, efficiency and accountability in phenomenal ways, they also come with new 

challenges that need to be addressed by adapting existing structures. The union of the AI 

and blockchain in governance frameworks is reshaping how decision-making, compliance 

regulation and oversight takes place across multiple industries. 

 

Because of its potential to analyze large data sets and automate complex processes, 

Artificial Intelligence is being increasingly used in governance. Dynamic Risk 

Assessment: AI-supported analytics help organizations to recognize risk, fraud and non-

compliance patterns immediately, prompting the proactive control. Regulatory 

compliance: AI technologies help to monitor the compliance with laws by reviewing 

documents, transactions, or communications for red flags. Moreover, AI-based decision-
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support systems can help improve policy making by simulating outcomes, optimizing 

resource allocation and predicting the impacts of regulatory changes. 

 

In terms of governance, the integration of AI gives rise to questions around responsibility 

and openness. Due to AIs often working as “black boxes”, with no clear decision-making 

process governance frameworks must implement ways of auditing and verifying the 

outputs by AI. This means establishing norms for the ethics, lack of bias, and transparency 

in AI in order to ensure that any automated choices are legally and ethically compliant. But 

across the board, there is more recognition than ever of the requirement for oversight 

frameworks specific to AI systems that take into account data privacy and consent as well 

as fairness in algorithms. 

 

This is realized through a system called blockchain technology that creates a trusted, non-

corruptible ledger, which in turn creates a more transparent and auditable governance 

system. Its potential is in creating immutable records of transactions, contracts, and 

decisions which can be accessed and verified by all relevant parties. This clarity helps to 

eliminate fraud and corruption as well as enables strict adherence to regulatory standards. 

Governments are exploring blockchain solutions for secure voting, property registries and 

supply chain visibility to increase public confidence and operational efficiency. 

 

For example, blockchain allows shareholder voting and dividend distribution in corporate 

governance to become more direct and effective through smart contracts (self-executing 

code that enforces the terms of a specific agreement automatically). These capabilities take 

away the administrative overhead and increase rigor in enforcing governance policies. 

Integrating blockchain, however, also brings challenges like scalability, asking existing 

infrastructure to be modified (to cooperate with blockchains) and getting things like 

regulators to accept it. As a result of these technical limitations and legal ambiguities, 

governance models will have to adapt as well, so the jurisdictional issues of decentralized 

platforms need to be resolved. 
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This they say, provides a platform for synergistic governance enhancements engendered 

by combining AI and blockchain. So, AI can examine data in blockchain networks to 

identify anomalies or streamline operational processes, and the integrity of data is protected 

by blockchain. Combined, the two facilitate automated governances’ processes that are 

auditable and transparent — allowing for real-time compliance monitoring with dynamic 

risk management. 

 

Before they can realize value from these new technologies, organizations will need to take 

a hard look at their governance frameworks and how roles, responsibilities and capabilities 

fit into them. Leadership must invest in technology skills and ethics training, encourage 

cross-discipline collaboration between technologists, lawyers and policy makers. In 

addition, governance frameworks need to contain continuous monitoring and iterative 

improvement processes in order to adjust for technological development and new risks. 

 

In government, regulators are issuing rules and regulatory sandboxes are proving a safe 

way to pilot AI or blockchain led governance use cases. These initiatives are focused on 

ensuring that innovation is balanced with consumer protection and legal certainty. Since 

these technologies are easy to cross over borderlines, global collaboration is needed to set 

common criteria– the regulatory arrears could pose a risk for ‘competing jurisdictions’ and 

ultimately prevent a global enforcement. 

 

Ultimately, AI and blockchain have also been combined in governance frameworks across 

the board, shaking traditional methods of oversight, compliance and decisions making. It 

has given rise to a need of adaptable governance models, where emerging technologies are 

viable not only in terms of their advantages, but also solving the Ethical, Legal and 

Operational issues associated with them. 
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4.4.Evaluation of strategies for aligning corporate policies with legal obligations. 

 

Fast company policies with legal requirements; Good governance, risk management and 

compliance rely on converging. At a time when regulatory oversight is more intense, and 

the legal landscape is changing quickly, companies are under pressure to ensure that their 

internal policies reflect corporate values and comply with local and global legal standards. 

In order to achieve this alignment, organizations deploy a range of strategic approaches 

encompassing legal know-how, risk management practices and operational unity. 

 

One of the most important strategies is to develop its own search for sanctions compliance 

in the organization. Most often, this takes form in a compliance department under the 

leadership of a Chief Compliance Officer (CCO) or General Counsel who is charged with 

interpreting applicable laws and translating them into actionable corporate policies. This 

central point is responsible for creating a common ethos among departments and ensures 

that legal obligations become part of operational processes. Instead, compliance teams 

often work with business units to create policies that address specific regulatory 

requirements (e.g., anti-bribery laws, data privacy regulations or industry-specific rules). 

 

This involves some key approaches; the top of which is risk-based compliance frameworks. 

These model focuses on programs of importance with respect to existing and potential legal 

compliance effort, the magnitude of the risk if non-compliant with that law. By way of 

performing legal risk assessments, companies are able to identify risky places and spend 

their resources in a beneficent manner. This proactive approach helps to craft tailored 

regulations designed to solve particular deficits, including problems in cyber security, 

environmental protection, or financial transparency. Such tools which are regularly used 

for informed decision-making and policy development include compliance heat maps, 

legal risk registers. 
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One of the more powerful approaches is by embedding compliance in corporate culture. 

Compliance through Culture Driven Compliance, in this context, is the idea that an 

organization does not just train employees to comply with law, but it must also learn how 

to make legal awareness a part of its language and philosophy on which their behavior 

practices are baselined (Drury and Everett 2000) It can be done by conducting scheduled 

training programs and making leaders accountable, at the same time ensuring that policies 

are communicated clearly with repercussions of non-compliance. Ultimately, compliance 

is not about imposing rules from the top; it stems from ensuring that employees at all levels 

appreciate the legal rationale of policies and are part owners in their implementation. 

 

So, in order to maintain alignment, a lot of companies implement certain policy review and 

auditing processes. The bread and butter, internal audits and compliance reviews act as 

checkered flags to help validate that policies are current and working. The reviews may 

happen on a regular basis or as a result of business operations or law changes. This can be 

in reference to policies that need updating or improving internal controls, for example), 

and closing compliance gaps. Validation & benchmarking: Validates the results and by its 

nature, audited data is trusted when it comes from external, independent audit firms or 

regulators 

 

Compliance — Policy Alignment: Automation of compliance tools driven by technology 

to align policy through monitoring, reporting and documentation. From governance and 

oversight more typically governed by a board of directors all the way down to risk 

assessment, compliance and automated monitoring notifications (GRC system transparent 

from change mgmt.) — GRC tools automate much of this while keeping the number of 

humans "wallet inspectors" in check. These automated compliance tools reduce the risk of 

human error and streamline policy alignment efforts. Additionally, they provide real-time 

alerts on regulatory changes which are highly beneficial to make quick policy 

modifications. 

 

Function-inside-the-function co-operation is essential in order to align company policies 

with legal regulations. The policies should be effective and also able to be enforced by 
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working in coordination with departments, such as legal department, compliance 

department, human resource department, IT & operations. For example, privacy policies 

work only if the legal team and IT are working together to ensure that their data handling 

practices are in compliance with “GDPR” or ““CCPA”. Policy language is merely one 

piece of the equation; policy alignment involves this and how policies are actually carried 

out on a day-to-day basis. 

 

External benchmarking and best practices: Another winning strategy by comparing your 

corporate policies against those of peer organizations and established industry standards, 

you can identify where you fall short and where there is potential for improvement. 

Systematic advice in this matter is provided by standards such as ISO 37301 (Compliance 

Management Systems) or ISO 27001- Information Security Management ensuring that our 

internal policy complies with legal and regulatory requirements. Industry associations, 

regulatory forums help keep up Companies need to play a part in industry associations to 

understand broader trends and expectations of the sector. 

 

Even more strategic legal horizon scanning and scenario planning is now being used to 

pre-empt regulatory developments. This forward-looking perspective involves monitoring 

emerging issues such as legislative trends, regulatory proposals and judicial decisions that 

could influence the content of future compliance obligations. This allows for organizations 

to stress test their policies against a wide range of possible legal outcomes and work out 

potential contingency strategies in advance. 

 

All in all, aligning of corporate policies with the laws is a continuous and progressive 

process. This requires strategic vision, operational discipline and organizational 

commitment. By integrating compliance frameworks, cultural synergy, technological 

advancements and legal awareness, companies can fulfil legal obligations as well as 

incorporate strong governance structures that further boost integrity and public confidence. 
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CHAPTER – 5 

 

CHALLENGES IN IMPLEMENTING CYBERSECURITY 

GOVERNANCE 

 

Cybersecurity governance has evolved into a key dimension of national security, economic 

stability as well as citizens' privacy concerns in the digital age. Technology Progresses, and 

so do the Risks. Around the world, companies, societies and governments are devising 

systems to strengthen cybersecurity. While that is undoubtedly the case, there are several 

roadblocks to creating successful governance in cyberspace: which remains to be ever 

changing due to its complexity and the fact that humanity as a whole has no real grasp on 

what cyber sovereignty actually means. 

 

One of the biggest obstacles in cybersecurity governance is the lack of consistent legal 

frameworks. The harsh reality that cyber threats transcend borders becomes starker when 

one applies it to laws. This is because no two national legislations are exactly identical, 

most times they have different reach of the law, what they encompass and criteria they use 

for enforcement. For example, what is considered a cybercrime in one country may not be 

classified as such in another. The absence of universally recognized standards, as well as 

global agreements, impedes international cooperation in cybercrime investigation and 

prosecution thus provides safe havens for every cybercriminal. 

 

Another key obstacle is the complexity of technology and its pace of innovation. New 

security holes are constantly outstripping the development of any contextually related 

regulations due to technological advancements like AI, IoT, and blockchain. With cyber 

threats changing on a near daily basis, keeping up to date with governance frameworks can 

be quite difficult. Advanced nature of the technical classes on cybersecurity also creates a 

rift between policymakers – who usually are laymen when it comes to technology – and 
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technologist —who at times fail to correctly anticipate the policy implications of their 

development. 

 

Another major problem is the sharing of responsibilities in different hands. Multi-

stakeholder collaboration is a key component of cybersecurity governance and requires the 

involvement of governments, the private sector, civil society and international 

organizations. However, unclear lines of authority and overlapping jurisdictions create 

confusion and conflicting priorities that result in a disjointed response to cyber incidents. 

This has led to the weakening of their national security infrastructure with this fragmented 

approach. 

 

The insufficient resources and qualified personnel are a major barrier to engage in 

cybersecurity governance. Likewise, developing countries, and even some developed 

nations have been experiencing a shortage of the cybersecurity workforce. This problem is 

further compounded by budget constraints, few training opportunities and brain drain. 

These organizations cannot deploy the security controls they need, identify threats, or 

respond appropriately to a cyber-attack without the right talent to keep things moving. 

 

The debate between security and privacy continues to be debated in cybersecurity 

governance. Such measures, often justified because they are performed in the name of 

national security, can violate civil liberties and human rights, and examples include 

surveillance initiatives by many governments all over the world, encryption backdoors or 

data retention. Finding a balance between security and privacy in policy making often 

delays or waters down the implementation of robust governance strategies because these 

are an outcome of negotiation with other ministries/counsel and consensus building. 

 

Additionally, cybersecurity awareness and cultural behavior. Users, employees and 

decision-makers tend to be ignorant enough to prefer negligence – bad passwords, ignoring 

system updates or falling for phishing attacks. This human factor remains a critical 

vulnerability in cyber-security, yet many governance efforts too often are looking to 

technical solutions rather than on education and to behavioral change. 
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Strategically there are supply chain vulnerability and dependence on foreign technology 

for starters. Countries like Australia and Britain buy ICT equipment and services from 

private firms, that may implant backdoors, or if not that, can be made to come under foreign 

intelligence control. Governance frameworks need to take into account the evolving risk 

posed by digital supply chains — particularly for mission-critical sectors that are vital from 

a national security perspective. 

 

 

5.1. Legal Challenges: Regulatory ambiguities, jurisdictional conflicts, and liability 

risks. 

 

With a wide array of factors related to the global and digital era challenging current legal 

systems. The key issues include regulatory uncertainties; different jurisdictional responses 

to substantive disputes; risks pertaining to potential liability concerns. These legislative 

obstacles diminish legal enforcement clarity, predictability and efficiency, especially in 

cybersecurity, international trade, environmental regulation and new technologies (e.g., 

artificial intelligence & blockchain). These barriers become increasingly problematic for 

governance, compliance and justice when rapid transformations in technology and society 

outpaces the machinery of law established by our institutional framework. 

 

 

i. Regulatory ambiguities: Vagueness or incoherence within the legals frameworks 

This issue may be due to old laws, incoherent standards of statutes, concurrent 

regulations or ambiguous legislative language. The law in almost all jurisdictions 

was framed at a time when the economies and activities beyond borders, whether 

digital or physical, were not yet as extensive or complex. Law and regulation are 

similarly conducive to confusion — few data privacy statutes, for example, address 

cross-border data flows and fewer still define basic language like "personal data," 

"consent," or "data processing. This has in turn made organizations struggle with 
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ensuring compliance, the regulators to find it challenging when it comes to 

enforcement and even courts struggling with interpretation. Uncertainty in 

regulation can also create a chilling effect on innovation and investment, as 

businesses do not know what the rules of the game are or how much potential 

liability they might face. 

 

 

ii. Jurisdictional conflicts. Another challenge is the prevalence of jurisdictional 

conflicts, which a rise when multiple legal frameworks claim jurisdiction over a 

specific legal problem, especially in transnational contexts. In a highly 

interconnected world, where transactions and operations seamlessly cross national 

borders, it may be difficult to define what countries’ law should be applied. 

Jurisdictional conflicts are common in various fields, such as cybercrime, 

intellectual property infringement, and digital taxation. For example, in the case of 

a data breach, which occurs in a certain country, primarily affects the users of the 

other country, and involves servers located in a third one, the question of 

jurisdictional laws’ application is fiercely disputed. Such disputes result in legal 

uncertainty, long legal proceedings, and damaged diplomatic relationships. In 

addition, lack of cooperation or a legal basis between jurisdictions often leads to 

enforcement differences that malicious actors exploit to escape punishment.  

 

iii. Liability risks. One of the most critical aspects of the modern legal landscape is 

liability risks. It is challenging to establish who is liable for harm, damage, 

violation, or non-compliance in the cases when several players are involved. It is 

even more difficult in the context of new technologies. For example, in the case of 

traffic accidents involving self-driving cars, the software developer, the producer, 

or the owner should be held responsible. Similarly, if the generated is content 

harmful to the people, who is to blame – the developer, the user, or the AI system 

per se. This creates significant legal costs for businesses because they need to bear 

all liability risks – companies are vulnerable to lawsuits, fines, or class action 

lawsuits even if they are not at fault. 
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What complicates even more in such situation is the inconsistency in laws evolving across 

geographies. Certain countries have adopted stringent, holistic regulatory frameworks 

(such as the European Union's "General Data Protection Regulation"), while others lag 

behind or use fragmented and reactive measures. This global unevenness has implications 

for the compliance demands placed on international businesses, the possible rise of forum 

shopping and collaborative difficulties at an international level. 

 

 

5.2. Organizational Challenges: Resistance to compliance costs, technological 

integration, and human factors. 

 

Cybersecurity governance at the forefront for most organizations across sectors but several 

internal organizational constraints often hinder the real-life application of these governance 

frameworks. Among those are resistance to spending money on compliance, as well as 

problems in assimilating new technology with the old and the still present risk of human 

folly. Combined, this approach then renders even the best cybersecurity strategies impotent 

and opens organizations to unacceptable levels of risk. 

 

An enduring top organizational hurdle is the reluctance to incur cost of compliance. 

Effective cybersecurity requires heavy investment in infrastructure, equipment, personnel 

and training. To many organizations — especially small and medium enterprises (SMEs) 

— the costs of compliance with regulations or adoption of industry best practices are seen 

to be burdensome, punitive, even unnecessary. Frequently, in larger organizations, 

cybersecurity funds are difficult to obtain or remain on the backburner compared to other 

business critical functions. That resistance is high when you consider that cybersecurity 

investments often lack in short-term financial gains, making it more difficult to understand 

what value stakeholders getting right away for the cost, particularly those concerned with 

immediate profit. 
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Related to cost resistance is the problem of simply integrating technologies. It needs to 

seamlessly fit in that organization IT infrastructure for cybersecurity solutions you are 

selected. Yet many organizations use legacy systems that are antiquated, no longer 

supported, or are intrinsically at odds with modern security protocols. Replacing or 

spinning up these systems can be a time-consuming and pricey effort. However, 

implementing them often involves serious kind of workflow and data management changes 

on top of deep system integration. This transportation can create operational downtime, 

affect productivity, and in the worst-case simply fail to deliver because of the same 

disruption causing organizations to either postpone or completely sidestep integration. 

 

The wild card in cybersecurity governance is people. However, human error remains a 

significant contributor to cybersecurity breaches, even as we make great strides in 

technology. Employees can accidentally click on a phishing link, use weak or recycled 

passwords, ignore software updates or avoid reporting strange behavior. Additionally, 

insider threats — whether malicious or unintentional — represent a formidable risk to the 

integrity of data and the security of users. Mitigating these weaknesses requires that 

employees remain vigilant and attentive to their private cybersecurity training, along with 

internal security policies. But the challenge is that it often runs into indifference or worse 

from employees who see these measures as an obstacle, a handbrake — but in many cases, 

just straight up pointless. 

 

Leadership, and organizational structure also complicate these problems. Cybersecurity is 

considered an IT problem, not a strategic business priority by a lot of organizations. It 

discourages senior management involvement and results in fragmented decision-making 

and no accountability. In addition, if not everyone knows what the right hand is doing (for 

instance in many siloed departments working together) how can a joint cybersecurity 

strategy be developed? 

 

To put it another way, all in all resistance to compliance costs, technological restraints and 

human behavior as a set of internal challenges are what most inhibit the realization for 

establishing cybersecurity governance. Until companies find ways to fix these systemic 
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problems, both from a technology and cultural perspective, their ability to protect digital 

assets and comply with ever-increasing regulation will continue to be sub-optimal. 

 

Distribution of Cyber Governance challenges - empirical distribution 

 

 

 

 

A survey of 1,024 participants indicated that 95% of cybersecurity problems include a 

human component and a whopping 68% of breaches for the year 2024 were due to human 

aspects111—a slight decline from the 74% observed in breach occurrences during the 

previous year112.  

 

According to ESET, 15% of businesses do not have a cybersecurity budget at all and 23% 

are not planning to increase it in the future, with only 45% handling cybersecurity internally 

without outside assistance. But there are many companies with cybersecurity budget 

 
111 “Human Error Cybersecurity Statistics. Available at: https://www.ispartnersllc.com/blog/human-error-

cybersecurity-statistics/, Last Accessed on: 25-07-2025” 
112 “PMC Search Update. Available at: https://pmc.ncbi.nlm.nih.gov/articles/PMC8348467/, Last Accessed 

on: 25-07-2025” 

 

https://www.ispartnersllc.com/blog/human-error-cybersecurity-statistics/
https://www.ispartnersllc.com/blog/human-error-cybersecurity-statistics/
https://pmc.ncbi.nlm.nih.gov/articles/PMC8348467/
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constraints and are suffering due to budget-cut113. This is what is captured with slices 

“Financial Constraints” and “Organizational Challenges”. 

 

When we restate the pie chart with these numbers it would have portions for human factors 

(68%), financial barriers (23%), and organizational & other issues (~9%)–then it is rooted 

in data and sound from an academic standpoint. 

 

 

5.3. Analysis of case studies where governance lapses led to legal or financial 

repercussions. 

 

Good governance means oversight to ensure legal compliance, financial due diligence and 

overall organizational integrity. And yet, high-profile and massive failures across sectors 

have shown the catastrophic impact of governance failure. Common causes of failure are 

a combination of legal and regulatory non-compliance, control weaknesses and lack of 

oversight. DLP can take an advanced analysis of some cases in order to understand how 

governance fails when it results in lawsuits, infringements, impact on the image and even 

the closure of institutions. 

 

A very famous example to cite is the Enron scandal in the USA which clearly underlines 

how messed up corporate governance can result something so billion a disaster. Once a 

trailblazer in energy trading, Enron used misleading accounting techniques to hide debt 

and inflate revenue. There was insufficient oversight from the board of directors on 

executive decisions, and external auditors were complicit in much of this misconduct. 

When the fraud was uncovered in 2001, Enron went bankrupt and wiped-out billions of 

shareholder wealth. The scandal resulted in legal action to be taken against top 

management, the dissolution of its auditor, Arthur Andersen and the introduction of the 

 
113 “Many companies are still failing to budget for cybersecurity. Available at: 

https://www.techradar.com/pro/security/many-companies-are-still-failing-to-budget-for-cybersecurity? , 

Last Accessed on: 25-07-2025” 

https://www.techradar.com/pro/security/many-companies-are-still-failing-to-budget-for-cybersecurity?utm_source=chatgpt.com
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Sarbanes-Oxley Act which definitely altered corporate governance and financial disclosure 

practices throughout the US. 

 

The finance industry best example here would be the Wells Fargo account fraud scandal, 

which shows how a breakdown of governance leads to many individuals acting unethically 

and some people & companies getting fined in billions. From 2002 to 2016, Wells Fargo 

employees created millions of bogus bank accounts and credit lines as they were pushed to 

meet aggressive sales targets. According to the Senate Permanent Subcommittee on 

Investigations, senior management ignored warnings and created a sales culture that left 

little room for ethical behavior. As a result, the bank racked up over $3 billion in fines, 

lawsuits by regulators such as the Consumer Financial Protection Bureau (CFPB) and an 

erosion of consumer trust. The fallout saw the leadership team reshuffle and lasting damage 

to reputation. 

 

The case is of course the Facebook–Cambridge Analytica data scandal, which should serve 

as a high-stakes exemplar for how botched data-management strategies can bring about 

substantial legal and financial issues. In 2018, Cambridge Analytica exposed for collecting 

personal data from millions of Facebook users without consent and using it for political 

advertising. Facebook's failures on third-party access to user data and the slow response to 

the breach were met with massive criticism. The company came under scrutiny of multiple 

international inquiries and was fined $5 billion by the U.S. Federal Trade Commission 

(FTC) for violating a 2011 privacy deal with the FTC. The case made it clear that data 

protection laws are now more important than ever and companies need robust internal 

controls to keep them in check from misusing user data. 

 

The Nirav Modi- Punjab National Bank Fraud case, India best explains the wide range of 

legal and financial repercussions that the absence of internal control can land a corporate 
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in. In 2018, it came to light that PNB employees had illegally authorized Letters of 

Undertaking (LoUs) worth about ₹13,000 crore without proper authorization or back-up114. 

 

Failure to conduct proper internal auditing, lack of accountability and collusion among 

employees and work crews on i the outside went unnoticed for years. The fraud caused 

substantial financial damages to the bank, leading to investigations and enforcement 

measures against various officials, and prompted regulatory reforms by the Reserve Bank 

of India aimed at strengthening oversight of the banking sector. 

 

Another example is when the well-known credit-reporting agency Equifax suffered a data 

breach in 2017 and left an identified vulnerability unpatched, which then resulted in the 

leak of sensitive information for over 147 million people. The breach was attributable to 

lax cybersecurity governance, ineffective risk management capabilities, and a subpar 

incident response rate. It was the cause of numerous class-action lawsuits and had to agree 

to a $700 million settlement with U.S. authorities that dinged its reputation among 

customers. The case underlined the legal duties of companies to keep consumer data safe 

and the economic risks associated with failing to meet this obligation. 

 

Finally, each of these case studies serves to leave the reader with a few indelible 

underscores regarding the absolute necessity of governance in preserving compliance, risk 

management and ethical infrastructure. For instance in finance, technology or public 

administration where when governance fails it creates legal problem and financial loss on 

stakeholder trust and sustainability. 

 

 

 

 

 

 
114 “Inside the Punjab National Bank fraud: What an LoU is, how case may impact the bank 

https://indianexpress.com/article/explained/inside-the-pnb-fraud-what-an-lou-is-how-case-may-impact-the-

bank-nirav-modi-5064357/. Available at: https://indianexpress.com/article/explained/inside-the-pnb-fraud-

what-an-lou-is-how-case-may-impact-the-bank-nirav-modi-5064357/ , Last Accessed on: 25-07-2025” 

https://indianexpress.com/article/explained/inside-the-pnb-fraud-what-an-lou-is-how-case-may-impact-the-bank-nirav-modi-5064357/
https://indianexpress.com/article/explained/inside-the-pnb-fraud-what-an-lou-is-how-case-may-impact-the-bank-nirav-modi-5064357/
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CHAPTER – 6 

 

IMPACT OF LEGAL ENFORCEMENT AND LIABILITY 

 

Legal enforcement and liability are vital considerations for influencing a more 

interconnected and regulated world on organizational behavior, public accountability, and 

risk anticipation and reduction. Like in the case of psychology, legal tools are suitable to 

prevent non-compliance, set uncompromisable standards of responsible conduct, and 

creating a remedial avenue for reporting and mitigating the effects of non-compliance.  

 

Legal enforcement and accountability have a crucial influence in several places, such as in 

corporate governance, cybersecurity hygiene, environmental regulation, and consumer 

protection, where non-compliance with prescribed legal duties is punished severely. One 

of the aspects of legal enforcement is that the law can deter illegal conduct. Deterrence is 

the ability of legal rules to punish and compensate for the costs of violating them. When 

regulatory agencies impose a high level of enforcement measures, fines, and suspension of 

business licenses, for example companies tend to develop sensible strategies in promoting 

compliance.  

 

The potential for expensive fines, crippling damages, or criminal liability compels a 

company to follow the rule and regulate accordingly. For example, compliance with the 

fried provisions of the U.S. Foreign Corrupt Practices Act or the European Union’s 

expansive General Data Protection Regulation has brought substantial fines and penalties 

from companies into existence, as well as agencies of control for non-compliance with the 

new bookkeeping provisions of the law. However, legal liability does not just penalize 

breaches. Legal responsibility has a compensatory objective, and the law aims to make it 

easier for victims to recover from the damage caused by malfeasance or negligence.  
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Liability in the form of civil law may result in monetary awards to the plaintiff, while 

liability in a criminal context may result in penalties, suspension of licenses, or prison 

sentences for criminal acts. This belief, accompanied by legal enforcement, guarantees that 

those who have been wronged will be compensated for the harm incurred by others through 

illegal conduct. For example, a lawsuit against a negligent brand manufacturer that caused 

customers to die because of defective brakes may ultimately lead to its insurance 

companies paying over one billion dollars to recover the damages. The threat of legal 

liability is a liability system that enhances corporate governance.  

 

A system of accountability for directors and officers is a liability system that emphasizes 

the personal liability of directors and officers for malfeasance, incompetence, and lack of 

control of subordinates’ actions. Many public companies nowadays obtain director and 

officer (D&O) coverage. Many businesses have created regulatory boards and internal 

control divisions out of excessive fear of regulatory enforcement, making them more adept 

at following the rules. The increased action not only reduces the threat posed by bad 

corporate conduct but also raises shareholder and counterparty awareness of the mark.  

 

Finally, other consequences are reputational effects. The most notable consequence of legal 

action is the influence of legal justice on press headlines. When a scandal or litigation 

involving a massive sum of money becomes ubiquitous, people’s opinions about the 

company’s ethical behavior deteriorate. Rodents or suspected bribe payback to overseas 

leaders might erode its reputation within days. Some law actions can be covered by the 

press. The law of a developing nation with a hostile legal system might agree to fines of 

10 million dollars and 2-4 times that amount—also reaching into the billions in monetary 

penalties for the identical point. 

 

Additionally, the process of legal enforcement and accountability fosters industry-wide 

reform and regulatory developments. High-profile cases frequently expose systemic 

inadequacies in our laws, which motivates the legislature to tweak or create new rules and 

regulations. The 2008 financial crisis is perhaps the most notable example – it led to the 

creation of the 2010 Dodd-Frank Act, new U.S. legislation that reformed oversight of Wall 
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Street and provided greater protection for consumers. Similarly, enforcement actions 

against large technology companies are speeding global reforms in the field of data 

protection. 

 

Still, legal enforcement bears its own challenges to impacts. Uneven enforcement, 

regulatory capture and insufficient legal structures in some areas weaken the power of 

liability systems. Moreover, overregulation or overly punitive measures can put off 

innovation and place an unfair burden on smaller businesses hence the need for a balanced 

and proportionate implementation strategy. 

 

6.1. Analysis of high-profile cybersecurity breaches and subsequent legal actions. 

 

The frequency, sophistication and impact of cybersecurity breaches continue to rise across 

all types of businesses and geographies. But the repercussions of these breaches are 

frequently felt long after the vulnerability has been fixed, leading to massive legal fallout, 

regulatory investigations and financial damages. An assessment of significant 

cybersecurity incidents and the litigation that follows provide important understandings 

into how cybersecurity governance is blending with judicial accountability. 

 

One of the most studied instances is the Equifax hack in 2017 that exposed the personal 

information for approximately 147 million U.S. consumers115. The hack has been blamed 

on Equifax's failure to patch a known vulnerability in its Apache Struts web application 

framework despite being warned multiple times. The incident caused a wave of outrage 

and prompted federal and state investigations. And in 2019, Equifax agreed to pay $700 

million as part of a settlement with the Federal Trade Commission (FTC), Consumer 

Financial Protection Bureau (CFPB) and all 50 U.S. states and territories. It included 

paying restitution to affected customers, financial penalties and implementing more robust 

data security protocols. The legal fallout from the Equifax breach serves to remind 

 
115 “How 4 Chinese Hackers Allegedly Took Down Equifax. Available at: 

https://www.wired.com/story/equifax-hack-china/, Last Accessed on: 25-07-2025” 

https://www.wired.com/story/equifax-hack-china/?utm_source=chatgpt.com
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everyone else sitting atop a trove of sensitive data in 2017 that failing to emphasis and 

invest resources into security can mean ruin. 

 

The Yahoo data breaches116 that occurred in 2013 and 2014 are a good example of this, 

they were only discovered in 2016. The breaches affected all three billion Yahoo user 

accounts and included the theft of names, email addresses, telephone numbers, and hashed 

passwords. The delayed release sparked serious concerns about corporate [...] The result 

was a deluge of class-action lawsuits and regulatory investigations against Yahoo. This was 

the SEC's first enforcement action against an issuer for a cybersecurity disclosure violation 

and carried a $35 million fine imposed on Altaba Inc. (formerly Yahoo Inc.) for failing to 

timely disclose the breach. The breach also delayed Verizon's acquisition of Yahoo, and 

caused the purchase price to drop by $350 million. 

 

Marriott International received the revelation of its data breach in 2018, and that cover 

included access to illegal reserving a room of Starwood Hotels (purchased by Marriott) for 

more than 500 million visitors117. What it exposed, however — including consumer 

passport information, credit card info and personal preference data — was not detected for 

four years. Originally, the Information Commissioner's Office (ICO) in the U.K. had levied 

a £99 million fine under the "“General Data Protection Regulation” (“GDPR”)," but that 

was lowered to just £18.4 million later. This included class-action legal claims throughout 

the United States and elsewhere. The case brought to the surface showed just how 

important due diligence is in M&A, with Marriott inheriting cybersecurity challenges from 

Starwood's aging platforms. 

 

Another proof point is the 2013 Target Corporation hack in which hackers were able to 

access the payment card data of more than 40 million customers by compromising a third-

party HVAC provider. Target faced a plethora of legal fallout including customer lawsuits, 

 
116 “After data breaches, Verizon knocks $350M off Yahoo sale, now valued at $4.48B . Available at:  

https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-

at-4-48b/, Last Accessed on: 25-07-2025” 
117 “Marriott hack hits 500 million Starwood guests. Available at: https://www.bbc.com/news/technology-

46401890, Last Accessed on: 25-07-2025” 

https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-at-4-48b/
https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-at-4-48b/
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financial litigations and investor suits. The company went on to agree to an $18.5 million 

multistate settlement and spent more than $200 million on total breach-related costs118. The 

case has pointed to the legal risks associated with supply chain security and the rising 

pressure on firms to ensure that suppliers are compliant with cybersecurity rules. 

 

For example, the U.S. Office of Personnel Management (OPM) suffered a breach in 2015 

that led to stolen personal information including fingerprints and background check details 

of more than 22 million current and former federal employees119. The breach, partly linked 

to their less than robust cybersecurity infrastructure—namely the absence of encryption 

and 2-factor authentication. Aftermath: The legal process included congressional hearings 

and calls for administrative accountability. No direct financial punishments were meted 

out, but the incident triggered new security standards for federal agencies and changes in 

government cybersecurity oversight. 

 

These headline examples also serve as a consistent reminder of certain common themes in 

cybersecurity litigation: failure to remediate known vulnerabilities, delayed disclosure, 

inept supplier management and ineffective post-event responses. They also serve to 

demonstrate legal accountability goes beyond fines to include things like damage to 

reputation, shareholder suits, regulatory sanctions and interruption of operations. That said, 

new legislation such as “GDPR”, “the California Consumer Privacy Act (CCPA)” in 

California and India's proposed data protection law The Digital Personal Data Protection 

Act 2019 (DPDA) continue to increase legal consequences for breached organizations with 

inadequate cybersecurity governance. 

 

 

 

 

 

 

 

 
118 “Target to pay $18.5M settlement for 2013 data breach. Available at: 

https://www.retaildive.com/news/target-to-pay-185m-settlement-for-2013-data-breach/443402/, Last 

Accessed on: 25-07-2025” 
119 “Hack of Security Clearance System Affected 21.5 Million People Federal Authorities. Available at: 

https://www.washingtonpost.com/news/federal-eye/wp/2015/07/09/hack-of-security-clearance-system-

affected-21-5-million-people-federal-authorities-say/ , Last Accessed on: 25-07-2025” 

https://www.retaildive.com/news/target-to-pay-185m-settlement-for-2013-data-breach/443402/
https://www.washingtonpost.com/news/federal-eye/wp/2015/07/09/hack-of-security-clearance-system-affected-21-5-million-people-federal-authorities-say/
https://www.washingtonpost.com/news/federal-eye/wp/2015/07/09/hack-of-security-clearance-system-affected-21-5-million-people-federal-authorities-say/
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Table 3: The 25 Significant Data Breach Fines & Violations (2012-2023)120 

Sl. No. “GDPR” (EU) “CCPA”/ 

“CPRA” 

(California, USA) 

“ISO/IEC 27001” 

(International 

Standard) 

1.  Facebook 5 Billion 

2.  Didi Global 1.2 Billion 

3.  Amazon 886 Million 

4.  Equifax 700 Million 

5.  Epic Games 520 Million 

6.  T-Mobile 500 Million 

7.  Home Depot 200 Million 

8.  Capital One 190 Million 

9.  Google 170 Million 

10.  Twitter 150 Million 

11.  Uber 148 Million 

12.  Morgan Stanley 155 Million 

13.  Anthem 115 Million 

14.  Zoom 85 Million 

 
120 “The 25 Significant Data Breach Fines & Violations (2012-2023). Available at: 

https://www.enzuzo.com/blog/biggest-data-breach-fines, Last Accessed on: 25-07-2025” 

https://www.enzuzo.com/blog/biggest-data-breach-fines
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15.  Capital One 80 Million 

16.  Anthem 39.5 Million 

17.  Yahoo! 35 Million 

18.  AT&T 25 Million 

19.  Google 22.5 Million 

20.  Uber 20 Million 

21.  Target 18.5 Million 

22.  TikTok 5.7 Million 

23.  Zoetop 1.9 Million 

24.  Sephora 1.2 Million 

25.  CafePress 500000 Dollars 
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Table 4: High-Profile Breaches & Legal Fallout 

Case Breach Impact Legal Consequence 

Equifax 147M records exposed $700M settlement + CFPB 

oversight 

Meta Cambridge Analytica $5B FTC fine + 20-year 

audits 

Marriott 500M guest records £18.4M GDPR fine 
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6.2.Discussion on how legal liabilities influence corporate cybersecurity strategies. 

 

As we all learned the hard way, as companies continue to gather and hold on to vast 

amounts of data in our digital age, corporate cybersecurity efforts have been subject not 

just too technological imperatives or risk management sensitivities but to shifting legal 

responsibilities. With governments enacting more extensive data protection laws and 

regulatory bodies increasing the number of fines, cybersecurity failures are posing an ever-

higher threat to organizations. This increased legal scrutiny has fostered an environment 

where companies have to bake legal risk into the fabric of cybersecurity governance 

models. 

 

An important way in those legal duties shape cybersecurity practices is by encouraging a 

proactive compliance with data privacy and protection laws. Statutory regulations like the 

European Union's "General Data Protection Regulation" ("GDPR"), the "California 

Consumer Privacy Act" ("CCPA"), India's Digital Personal Data Protection Act 

("DPDPA") which govern collection, storage, processing and transfer of personal data. 

They also enforce costly penalties for non-compliance. Consequently, businesses are 

investing in well-designed data governance structures, privacy-by-design procedures and 

internal audits for legal compliance to avoid heavy fines. 

 

The potential for civil liability and class action causes businesses to structure their 

cybersecurity much differently. Data breach can give rise to claims by consumers, 

shareholders and business partners that companies were negligent or failed to provide 

proper protection of their information. Corporations are addressing this by enforcing 

stronger access controls, encryption standards, incident detection mechanisms, and breach 

response plans. Legal departments are also partnering with IT to discover risk, assure 

regulatory compliance, and fulfill third party contracts obligations. 
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Performance has also developed at board-level partly in response to the peril of legal 

accountability. The consequences of bad-faith action or intentional inaction among 

directors and officers can be far more dire, especially in the areas of oversight. This has 

forced board of directors to designate cyber security as a strategic imperative and 

interweave it in their enterprise risk management and corporate governance guideposts 

(source). In some cases, Chief Information Security Officers (“CISO”s) have been elevated 

to report to the board or audit committees directly, providing a channel for addressing 

cybersecurity risks and legal issues. 

 

A third area of influence is in cyber insurance, which acts as a form of 'proxy regulatory 

mechanism' for legal and financial consequences of breaches. This also has the positive 

side effect of forcing specific cybersecurity controls and due diligence on coverages into 

companies in order to qualify for them, shaping part of their security architecture without 

having to effort or formal resolution at either organization. One of the major design 

elements and cost drivers of these policies relate to legal liabilities, such as litigation 

exposures and regulatory fines. 

 

Legal obligations have driven industry-level cyber security requirements in especially 

sensitive sectors such as finance, healthcare or critical infrastructure so far. It is mandatory 

that healthcare follows guidelines as per HIPAA regulation and payments industry adhere 

to PCI DSS, not just best practices121. Therefore, cybersecurity approaches by these 

industries are policy driven and compliance laden, resulting in these organizations having 

specialized compliance teams and legal advisors. 

 

Legal liability also has strategic implications for the preparation of incident response. In 

many cases, legal obligations require timely breach notifications — often within strict 

deadlines like the 72 hours stipulated by the “GDPR”. Failure to comply may results in 

fines and damage reputation. Businesses now therefore draft in-depth incident response 

playbooks that cover, legal review, communication and regulator outreach as part of the 

 
121 “Health Insurance Portability and Accountability Act (HIPAA) Compliance. Available at: 

https://www.ncbi.nlm.nih.gov/books/NBK500019/ , Last Accessed on: 25-07-2025” 

https://www.ncbi.nlm.nih.gov/books/NBK500019/
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orchestration to assure they not only respond promptly to breaches but do so in a way which 

adheres to regulations. 

 

After all, legal responsibilities are what shape corporate culture and employee 

development. In response, organizations are expanding their cybersecurity awareness 

efforts to involve educating employees on phishing, data handling and compliance 

requirements. By adopting these initiatives, you not only decrease operational risks but 

also reduce legal liabilities by demonstrating a culture of compliance through proactive 

corporate employee conduct and data protection responsibilities. 

 

So, to recap, the expanding terrain of legal liabilities has made cybersecurity more than a 

mere technical problem — it is now also a governance problem on several fronts. Today 

companies create cybersecurity plans that are as legally defensible as technically resilient. 

 

 

6.3. Role of courts and regulatory bodies in shaping corporate practices. 

 

The actions of judicial systems and regulatory authorities have far-reaching impacts on 

corporate behavior through their explanations and interpretations of statutes, enforcement 

of regulations, and establishment of precedents influencing the appropriate conduct by 

organizations. In a more complex global economy, their actions not only help resolve 

disputes and sanction broken rules but also orient companies towards complying with the 

rule of law, ethical standards and quality assured governance. They set limits on what 

corporations can and cannot do in multiple industries by using decisions, rules, and 

enforcement mechanisms. 

 

As decision makers, judicial rulings are also quite necessary to address and guide corporate 

conduct, especially in Anglo-Saxon common law jurisdictions, where judicial decisions 

are binding precedents. To provide their interpretation of unclear statutory provisions and 

the scope of directors, officers and corporate entities´ duties to stakeholders is what in large 
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part courts do. As best illustrated by several landmark decisions in corporate law, such as 

those governing fiduciary obligations, disclosure standards and shareholder remedies. 

Failure to secure Personally Identifiable Information ("PII") and confidential information 

is one of the areas where courts more readily find companies at fault — a point that 

highlights the continued importance of good old-fashioned due diligence and strong data 

governance practices, even in today's cyber/data-protection environment. 

 

The Indian judiciary has played a crucial part in shaping corporate responsibility through 

public interest litigation (PIL) as well as interpretation of statutory provisions, under laws 

like the Companies Act, 2013 and the Information Technology Act, 2000. This has 

improved corporate transparency and maintained the principle that profit may be sought, 

but profit is not more important than the rights of the public and following the law in 

matters relating to environmental breaches, fraud and insider trading. 

 

In making rules, by inspecting, advising guidelines and also penalizing for non-compliance 

on nationsational and global regulatory bodies hold heavy power. These departments 

handle regulatory compliance for individual industries and are tasked with ensuring that 

companies in those sectors follow the laws. Their Influences: While regulatory agencies 

such as the U.S. Securities and Exchange Commission (SEC), India's Securities and 

Exchange Board of India (SEBI), the Financial Conduct Authority (FCA) in the UK, the 

European Data Protection Board (EDPB) have a direct impact on how, say financial 

reporting and corporate disclosures get finalized—cybersecurity regulations or consumer 

rights enforcement are some shared focus areas too. 

 

Indeed, rules such as the European Union's 'General Data Protection Regulation' ('GDPR') 

have already not only changed the way companies in Europe process personal data but 

have driven many multinational corporations around the world to start adopting much 

stronger privacy regulations to be compliant. Organizations were forced to rethink data 

management processes and embed privacy at the outset with potentially severe adverse 

consequences for non-compliance — owing in part to aggressive enforcement powers and 

a very broad extraterritorial reach. 
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In the backdrop, India has reinforced transparency and fairness in its securities market led 

by 'SEBI' for better Corporate Governance norms with a focus on implementing Listing 

Obligations and Disclosure Requirements (LODR) Regulations. SEBI has introduced 

insider trading regulations, disclosure requirements and corporate governance norms for 

publicly traded companies – to check the malpractices like market manipulation – which 

in turn pushed them into improving board responsibility, a whistle blower policy and 

constitution of an audit committee. 

 

Regulatory agencies determine how corporations ought to behave by identifying best 

practice principles that are not necessarily a legally enforceable standards, but at the very 

least articulate a set of ethical and risk management baselines. Cut to, similar guidelines by 

the “Reserve Bank of India (RBI)” for banks call upon them to establish robust incident 

response systems, carry out periodic audits and report breach incidents to the regulator 

house. Non-compliance even with the best of guidelines may, however, expose or subject 

an individual to reputational damage, and increase scrutiny. 

 

It is not just that the courts and regulatory agencies have made companies to comply with 

corporate social responsibility (CSR) commitments and environmental compliance 

obligations. Corporations have faced pressure from authorities around the world, such as 

the National Green Tribunal (NGT) in India and other environmental protection agencies 

to reduce environmental degradation, foot the bill for ecological restoration, and embrace 

sustainable practices. This has driven an increased focus on environmental, social and 

governance (ESG) frameworks as part of corporate strategies. 

 

Courts and regulators, furthermore, often form a holistic enforcement platform together. 

This certainly mirrors the division of labor we see in actual practice, where judicial support 

for regulatory findings gives them legitimacy and enforceability while regulators help 

courts with the technical expertise needed to find evidence in challenging corporate 

litigation. This synergy increases the institutional capacity necessary to supervise corporate 

behavior and enforce economic justice. 
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CHAPTER – 7 

 

CONCLUSION AND SUGGESTIONS  

 

7.1. Findings and Analysis 

It highlights a story of legal enforcement and regulatory oversight, one that maps how 

corporate behaviors have been reactive and evolved influenced primarily by a multitude 

of legal liabilities and institutional pressures. The results highlight a number of 

important insights into the state of enterprise cybersecurity. 

 

The earliest observation one can make is that legal enforcement is a clear-cut catalyst 

for compliance and strategic cybersecurity spend. This tendency explains why 

organizations only make major security reforms after penalties from regulators and 

litigation actions doled out with!!! It can be recalled that in cases like the Equifax and 

Yahoo breaches, it was only after paying hefty multimillion-dollar settlements and 

extensive regulatory investigations after which companies started to implement strict 

data protection guidelines. This reactionary policy pattern implies that enforcement 

stringency and societal accountability need to be triggers for cyber-security awareness 

at institutional level. 

 

Second, the intersection of court-led interpretation and regulatory architecture has had 

a significant normative effect on corporate conduct. However, a wave of court 

decisions has begun to acknowledge corporate cyber transgressions as legally 

legitimate standards to activate through due diligence, end user safeguarding and 

fiduciary obligation. Likewise, enforcers such as the Federal Trade Commission (FTC), 

well-established supervisory bodies like GDPR, and the SEBI in India have made use 

of their enforcement powers to penalize non-compliance, regulate newer and better data 

protection practices among organizations, and enforce disclosure obligations. Finally, 
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by having this enforceable dual-track framework in place this will both reinforce 

accountability and close any regulatory arbitrage gaps or enforcement voids. 

 

Third, corporate approaches to cybersecurity have evolved to be more informed about 

risk and sensitive to liability—lawyers are inside technology and policy decisions in a 

way that was not the case just five years ago. Cybersecurity oversight is now common 

in boardrooms, and companies have opened the purse-strings for internal compliance 

audits, cyber insurance policies and incident response readiness as part of asset 

protection but also to stave off legal exposure. The emerging practice of hiring Chief 

Information Security Officers (“CISO”s) who report through to the legal and executive 

ranks is another sign that cybersecurity has been formally inducted into the corporate 

hierarchy. 

 

As well as, sectorial regulation and the extraterritorial effects of laws enforce differing 

levels of compliance maturity across industries. Industries with strict regulations such 

as finance, healthcare tend to have more readiness just for the mere sake of keeping 

compliance with standards like HIPAA or RBI guidelines or PCI DSS. However, 

smaller companies operating in less-regulated markets or small to medium-sized 

enterprises (SMEs) will often lack the funds and motivation to adhere to these standards 

thereby showing weaknesses in cyber resilience across the board. 

 

Legal and regulatory agencies have also influenced the evolution of global standards 

in both corporate accountability and securities governance. The extraterritorial 

enforcement of “GDPR” on the one hand as well as the introduction of (ESG-

compliant) cyber security standards demonstrate that legal concepts may transcend 

national borders and create global or at least multi-lateral benchmarks. Interpreting data 

protection laws and ensuring constitutional standards are maintained in today's digital 

context via its right to privacy gives more shape to the boundary between businesses 

powers and human rights requirements. 
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In the end, in the analysis world there is an increasing awareness that security means 

business and companies need to take action accordingly. The scope of liability risks, 

ranging from directors and officers as well as outside third-party contractors, means 

organizations are looking at including legal risk assessments in vendor contracts, cloud 

migration plans or employee training programs. This cybersecurity legal consciousness 

represents an invaluable move away from other, less organized forms of security aegis 

and towards broader frameworks of governance. 

 

Table 5: Identified Research Gaps and Solutions 

Sl. No. Area Gap 
Our 

Contribution 

1.  

Legal 

Frameworks 

Limited study on how top 

corporations operationalize 

“GDPR”/”CCPA”/”DPDPA” 

beyond compliance 

checklists. 

Empirical 

mapping of 

governance 

structures, internal 

legal-IT-policy 

alignment. 

2.  

Standards 

(ISO/”NIST”) 

Underexplored link between 

technical standards and 

board-level legal duties. 

Comparative legal 

analysis and 

policy alignment 

across 

jurisdictions. 

3.  

Corporate 

Governance 

Few practice-oriented 

studies on board 

involvement in 

cybersecurity. 

Examination of 

governance 

charters, ERM 

reports, and board 

training. 

4.  

Case Law 

Limited follow-up on 

governance reforms post-

litigation. 

Post-incident 

analysis of 

reforms, board 

restructuring, and 

compliance 

realignment. 
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5.  

Cross-

Jurisdictional 

Practice 

No comparative model 

showing how global firms 

adjust to regulatory 

ecosystems. 

Analysis of 

jurisdiction-

specific 

adaptations in 

compliance 

strategies. 

6.  

Implementation 

Models 

Lack of practical, evidence-

based governance 

frameworks. 

Development of a 

holistic 

Cybersecurity 

Governance 

Implementation 

Model. 

 

 

Although regulations like “GDPR” and “CCPA”, as well as frameworks like "ISO 27001" 

and "NIST", provide robust normative direction, they fall short in standardized 

implementation within corporate governance frameworks—particularly among major 

global companies. The literature indicates a disconnected approach where legal theory, 

compliance practices, and governance frameworks are not integrated. 

 

This review establishes a foundation to: 

 

a. Map governance structures in global corporations 

b. Track post-litigation governance reforms 

c. Compare jurisdictional adaptations 

d. Propose a structured, implementable model for cybersecurity governance 

e. How do boards translate regulatory mandates into actionable policies? 

f. How do corporations balance compliance with strategic risk management? 

 

This contribution will improve regulatory efficiency, corporate responsibility, and 

scholarly discussion by offering practical insights into how legal compliance aligns with 

cybersecurity management. 
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i. Synthesis of data collected through case studies, legal analysis, and secondary 

research. 

 

Analysis across multiple case studies, judicial decisions and secondary literature suggests 

a nuanced yet consistent progression in institutional views of cybersecurity governance 

against the backdrop of legal and regulatory regimes. This synthesis provides a more 

nuanced perspective on how corporate conduct converges with those legal mandates and 

systemic vulnerabilities. 

 

Examples of these include Equifax, Yahoo, Marriott International, and Target which 

provide a nice body of evidence to suggest that many major cybersecurity breaches trace 

back to problems in basic governance – not patching known exploits, delay in reporting 

the breach, lack of appropriate due diligence in third-party risk management etc. In both 

cases, the stakes weren't just technological roadblocks and financial losses; they expanded 

to legal battles, regulatory fines, shareholder litigation, and damaged reputations. Taken 

together, these cases point to a trend: that poor cyber security readiness costs industry in 

dollars and litigation — it materially increases business risk. 

 

Studying legal perspective shows that for his compliancy will be brought in by regulatory 

enforcement mechanisms — using models like GDPR, CCPA and India's DPDPA forces 

people to comply. Regulations around breach notifications, data minimization, and privacy-

by-design have already been pushing cybersecurity from simply an IT issue to strategic 

initiative with implications for enterprise risk management. The judiciary through its 

interpretation defined what constitutes be in violation of organizational negligence or 

statutory duty as a ground upon which liability can arise and at times with such objective 

forms of tort such as consumer, investor interest is the victim (Werner 2004, p.742)122. 

 
122 “Judicial remedy. Available at: https://globalnaps.org/issue/judicial-remedy/, Last Accessed on: 25-07-

2025” 

 

https://globalnaps.org/issue/judicial-remedy/
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Further secondary analysis, relying on academic literature, industry whitepapers and 

reports released by governments (also referenced in the previous section) reveals a current 

trend of corporations to increasingly align their cybersecurity strategies with legal risk 

management. The idea of interdisciplinary teams that include attorneys, IT professionals, 

compliance and risk experts to govern security through the enterprise is an intriguing 

alignment with this trend. Research has also suggested that companies in areas with tight 

enforcement of regulations, have higher percentage of opting for security measures such 

as employee training, monitoring tools powered by AI and third-party assessments. 

 

Across the board, one message keeps coming up: reform is driven by regulatory pressures. 

Our data indicates, absent direct enforcement through fines or class action settlements of 

the sort that have occurred in some regulated industries, many major corporations will 

systematically underinvest in cybersecurity. Compliance rates are also higher and corporate 

practices more robust in environments where regulators do their job and courts uphold data 

protection as a right. 

 

The synthesis also brings out the importance of sectoral and jurisdiction context. For 

instance, finance and health generally have larger compliance because of more strict 

regulation. On the other hand, due to limited resources or conflicting legal obligations 

between jurisdictions, smaller businesses, and more cross-border digital service providers 

frequently find it difficult to comply. Drawing from the systemic example discussed above, 

this asymmetric process underscores the necessity of comprehensive legal frameworks and 

support measures for capacity building — both lacking in many developing economies. 

 

Finally, the synthesis shows a prospective trend that legal frameworks have moved from 

reductive to prescriptive laws — focusing on building an agile organization and the new 

journey of data governance and ethical accountability. Indeed, regulatory expectations are 

now evolving to encompass RDE reporting, algorithmic transparency and cyber-resilience 

audits — the beginnings of a broader digital direction toward corporate responsibility. 
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ii. Evaluation of the effectiveness of governance models in achieving legal 

compliance. 

 

Corporations are mandated by various laws to adhere to certain security requirements and 

with the increasing complexity of cyber-security threats, this has required adoption of 

structured governance models etc. These models are built so that cybersecurity is 

incorporated as part of the greater enterprise governance and compliance mechanism. An 

analysis of the contribution made by trade agreements to legal compliance thus 

whitewashes gains, and highlights continued holes. 

 

Risk-based frameworks such as ISO/IEC 27001, NIST Cybersecurity Framework and 

COBIT are proven to be effective in establishing well-defined and repeatable processes for 

managing cybersecurity risks. The frameworks help to comply with the legal requirements 

as they allow the company to identify, evaluate and manage risks in a systematic way. They 

also report organizations using these models appear better prepared for compliance 

obligations, like breach notification timelines, data minimization, and evidence of security 

controls. 

 

Better results around compliance and engagement at the board level has been seen where 

there is a CISO in place, with total authority across functions. To the extent that 

cybersecurity governance is baked into the making of executive decisions, there is an 

improved connection between operational policies and regulatory mandates. In these 

environments — with robust management practices as shall be evidenced by a less than 

sixty-days period reporting of security breaches, periodic security audits and employee 

training on their data protection obligations – legislative compliance is not incidental. 

 

However, the effectiveness of these governance frameworks varies significantly across 

industries and company sizes. Large multinational organizations have stronger governance 



130 
 

frameworks in place, often driven by corporate counsel and compliance personnel who 

ensure the cybersecurity regime complies with numerous legal jurisdictions. On the other 

hand, most small and medium enterprises (SME) try to comply with the minimum legal 

requirements only when organized and informal governance structures are fragmented. The 

most common barriers identified are budgetary constraints, lack of technical capability and 

low levels of awareness about the regulatory environment. 

 

Governance frameworks also are at times challenged to catch up with evolving legal 

requirements, especially in regions where data protection laws are new or emerging. India 

has experienced some difficulty with organizations trying to adapt to the Digital Personal 

Data Protection Act, 2023, which require consent, purpose limitation and data localization 

— components not previously in IT policies. This means governance models that are not 

agile enough stand little chance of achieving real-time, compliant behavior. 

 

The other limitation is the reliance on policy documentation at the expense of 

implementation. Governance models often result in costly documentation and little 

enforcement on the operations level. The result is a gulf between formal compliance and 

real-world security standards. Time and time again regulatory audits and post-breach 

investigations demonstrate a failure in the transfer of sound policies from documented 

constructs to active, day-to-day practices. 

 

Most importantly, many governance models also do not have integrated vendor and 3rd 

party risk management frameworks — a fatal flaw Legal compliance depends heavily on 

the extended enterprise today, which goes far beyond just traditional contractors and 

business partners to include cloud providers as well. Failure of organizations to monitor 

these external entities adequately could lead to legal liability, a risk evident from supply 

chain compromise breaches. 

 

Nonetheless, the other way to trend appears to focus on adaptive, compliance-driven 

governance models embedded with legal, technical and ethical considerations. However, 

organizations with stringent gap assessments against legal best practices and ongoing 
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training across functions are experiencing a reduction in their compliance metrics along 

with regulatory penalties. 

 

 

iii. Insights into the interplay between legal systems, corporate governance, and 

cybersecurity strategies. 

 

This convergence of legal systems, corporate governance structures and cyber security 

practices highlight the emerging recognition that cyber security is not a technical problem 

alone but arises from a murky blend of law, ethics, risk and organizational accountability. 

A dynamic, interconnected relationship from case law, regulatory actions and corporate 

informed observations 

 

Central to this interaction is the function of the legal framework in setting benchmark 

norms and operations for cybersecurity. Laws such as the “GDPR”, “CCPA”, India’s 

Digital Personal Data Protection Act (“DPDPA”), and regulations establishing enforceable 

standards for (among other things) data protection, breach notifications, consumer rights 

protections. What is clear however, is that these legal requirements do not simply act as a 

passive guide, instead they have been acting as an active force that impacts the way in 

which cybersecurity formations mature and progress within organizations. Through 

legislation and interpretations by courts, the legal framework has already established what 

constitutes "reasonable security practices," which leaves little room for businesses to think 

of cybersecurity as an optional cost. 

 

These then get represented in a variety of corporate governance structures as internal 

controls, decision-making hierarchies and mechanisms of accountability. Since the targets 

have been changing from CTOs to CEOs, boards of directors that did not take adequate 

steps to ensure cybersecurity has been treated with as much scrutiny as financial risks. It 

also has sparked the formal recognition of cybersecurity in corporate governance practices 

— as evidenced by the creation of risk committees, involving legal counsel in cybersecurity 
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planning and the appointment of Chief Information Security Officers (“CISO’s”) with 

heightened levels of control. 

 

The influence is not unidirectional. These feedback loops often serve as a more formal 

governance model for companies. Often, the industry responses to those regulatory 

guidelines will result in either legal frameworks revisions or clarification. One example, 

corporate anxiety over the uncertainty surrounding the consent elements of “GDPR” has 

shaped the directions issued by European Data Protection Board. Moreover, case law 

typically reflects judicial awareness of practical enforceability and industry norms as well, 

meaning that corporate governance considerations saturate not just the drafting but also 

legal interpretation. 

 

In post-breach contexts, this interplay becomes especially clear: Governance failures are 

fertile ground for legal liability, while regulatory intervention reveals a deficiency in 

compliance and the strategic plans to defend it. Visible breaches at companies including 

Equifax and Marriott have highlighted not just technology holes, but governance failures 

— like lack of action on known risks or weak third-party scrutiny. These incentives the 

form of legal consequences ranging from government fines to shareholder lawsuits were 

catalysts for a change in corporate governance standards across industries. 

 

Further, the Fintech and Health tech and e-commerce is a cyber battlefield where only 

cybersecurity executives that optimize to protect data using Zero Trust principals will 

survive. Now mere legal compliant is the foundation and with cybersecurity governance 

advantage organizations trust and business continuity, brand reputation defended. This has, 

in turn, influenced the decision of more companies to incorporate legal risk management 

into their cybersecurity infrastructure, including perpetual legal auditing, regulatory 

intelligence systems and security of contracts with third parties. 

 

This adds another layer of complexity when it comes to the interaction of home-country 

legal framework and the broader global business environment. For multinationals, this also 

requires to harmonize cybersecurity practices across geographies with different legal 
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baselines and results in the "highest common denominator" strategies. These legal disputes 

—alongside the more nuanced and complex picture that emerges for BSR adoption when 

considering U.S. discovery requirements as well as EU data privacy regulations—raise the 

requirement for advanced governance models capable of navigating challenges related to 

international legal disharmonies. 

 

The other angle is the emerging convergence between ESG (Environmental, Social, and 

Governance) frameworks and cybersecurity. ESG frameworks increasingly link 

governance quality to legal obligations such as cybersecurity and data ethics. The latter 

link has moved corporate boards to view cyber security not only as a legal issue, but one 

of every company’s social license and sustainable governance. 

 

The conclusion is that the connection of legal concepts, governance and cyber security is 

starting to become more closely and strategically. The legal structures provide the 

motivation and limits, corporate governance frameworks operationalize those directives, 

and cybersecurity measures merge compliance with resilience. This triadic interaction 

provides the foundation for a modern, legally compliant and operationally resilient 

corporate approach to cyber risk. 

 

 

 

7.2. Suggestions  

 

These suggestions arise in response to a synthesis of case studies, regulatory inquiry and 

legal analysis conducted earlier, and are intended to strengthen the effectiveness of 

cybersecurity governance across corporate entities while ensuring that they stay within the 

limits of law enforcements on countering cyber misconduct. 

 

i. Internalize Cybersecurity within the Board 
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Cybersecurity oversight as part of the mandate: Corporate boards shall formally take 

cybersecurity oversight into their purview, as a part of their governance responsibilities. 

Efforts could focus on creating risk or cyber committees, holding regular cyber risk 

briefings and ensuring directors have board-level responsibility for data protection choices. 

Directors should be trained in security law and technical practices by sharing information 

to give strategic guidance. 

 

ii. Leverage Leading International Frameworks 

 

Organizations need to be governed more strictly by specific frameworks rather NIST, 

ISO/IEC 27001 and/or COBIT depending on the legal obligations that are relevant for each 

jurisdiction i.e. “GDPR”, “PDPA”, “HIPAA” etc. Such frameworks also help in 

establishing a standard set of risk management techniques and transparency as well as 

auditability of compliance. 

 

iii. Imbibe Legal & Regulatory Awareness in Organizations 

 

To keep up with emerging laws, legal audits and compliance assessments should become a 

standard institutional tool. Companies need to invest in cross-functional training program 

that educate legal, tech and executive teams on current and upcoming cybersecurity laws, 

breach notification timeframes, and data subject rights. 

 

iv. Incorporate Third-Party Risk Management in Governance Models 

 

To minimize the legal repercussions from third-party breaches organizations should impose 

rigorous due diligence, contractual protections and ongoing vigilanceof vendors and 

partners. These cybersecurity expectations should be explicitly spelled out in the service-
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level agreement (SLA), and with both legal and operational remedies available to a buyer 

in the case of non-compliance. 

 

v. Establish Immediate Incident Response Procedures and Legal 

Correspondence 

 

Their cybersecurity governance model should cover well-thought-out incident response 

plans that are legally reviewed. These plans have to depict breach identification, 

documentation, reporting and remediation processes in accordance with statutory reporting 

obligations. Incident Response needs to establish and maintain communication across 

legal, IT, public relations, and the executive teams. 

 

vi. Augment Interaction with Regulators and Pre-Emptive Communication 

 

Instead, corporates must rethink their strategic approach to ESG and proactively engage 

with regulators rather than merely ticking the box of minimal compliance. These would 

involve active engagement in regulatory consultations, prompt notification of incidents and 

a willingness to engage in post-incident reviews. This type of engagement is conducive to 

establishing trust and ultimately enjoying more successful enforcement encounters. 

 

vii. Scalable, Cost-Effective Solutions for SME Compliance 

 

Create sector specific instructions, guidelines, self-assessment format and subsidized 

compliance services by the Governments/Industry bodies for assisting SMALL AND 

MEDIUM ENTERPRISES (SMEs) in fulfilling their legal obligations. For example, this 

is essential for strengthening cyber resilience across the system and to prevent regulatory 

fragmentation. 
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viii. Promote Uniformity of Cyber Laws in Different Jurisdictions. 

 

Given that large companies operate across borders, in order for the “GDPR” to strike the 

right balance — between protecting consumers on one hand and ensuring legal certainty 

and keeping compliance costs at a reasonable level for multinationals on the other — it 

might be an idea to align data protection laws regionally, or even globally. Regulatory — 

Bilateral or multilateral cooperation between regulators to resolve conflicts, enforcement 

challenges that are cross-border Tribunals -it Engine is a decentralized dispute resolution 

tribunal. 

 

ix. Include Cybersecurity in ESG and Corporate Ethics Policies 

 

Integration of cybersecurity-related metrics in ESG reporting and ethical governance 

frameworks should be formalized by companies. Most importantly, this transforms 

cybersecurity from being merely a technical activity to an ethical duty which fosters 

transparency, consumer confidence and ultimately the durability of a company. 

 

x. Put in Place Independent Oversight and Quality Assurance Mechanisms 

 

Internal audit teams or peers from the outside should always check how well cybersecurity 

governance structures are performing, checking if the policies not just exist in a 

documented manner but is operational. Success would be measured in fewer incidents 

(reduced frequency), improved response efficiency, number of regulatory actions avoided, 

and how satisfied stakeholders are with the resulting situation. 
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7.2.1. Policy recommendations for improving legal and regulatory frameworks. 

 

Merely amending laxer laws to make them tougher can no longer be the ultimate solution 

if nations really want to address the challenge of evolving nature of cyber security threats 

and enhance corporate responsibility. The following policy rationales have been developed 

by GFCE in the area of legal and regulatory measures to strengthen cybersecurity: 

 

i. The Legislation of a Unified National Cyber security concept 

 

Most countries, particularly developing ones, have fragmented or antiquated cybersecurity 

legislation. The state should streamline and update cyber laws into a new data protection-

privacy, cybercrime-national security, private sector compliance statute that should contain 

comprehensive, clear definitions with enforcement mechanisms and rights-based 

protections. 

 

ii. Mandate Sector-Specific Regulatory Standards 

 

Regulators should implement customized compliance frameworks for high-risk sectors, 

including finance, healthcare, energy and telecoms. In these rules, specific technical 

standards — breach notification timeframes, managerial processes and other third-party 

risk management requirements must be included. Clarity will aid regulated entities to 

mirror sectoral expectations by tuning their internal controls. 
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iii. Propose Tiered Compliance Models for SMEs and startups 

 

Given the constraints on resources of smaller organizations, a graduated approach to 

compliance obligations based on company size, data volume, and risk exposure should be 

enshrined in their legal framework. But would not put micro-enterprises to a point where 

they cannot meet the main cyber-security and privacy requirements. 

 

iv. Strengthen Regulatory Cooperation and Exchange of Information 

 

Misaligned mandates across various regulators compound compliance confusion. A 

coordinated approach — through a national cybersecurity councils or inter-agency 

committees — will help with consistency, information sharing on threats and incidents, 

and limit regulatory fatigue for companies. 

 

v. Create incentives for voluntary compliance and cyber hygiene. 

 

To this extent, it is important for legal frameworks to consider offering rewards (limited 

penalties, certification advantages or general reputation gain) for any company that 

voluntarily introduces higher cybersecurity standards or threat intelligence sharing. This 

method creates an environment of compliance and risk prevention. 

 

vi. Hold cyber provisions extraterritorially 

 

Given the inherent networked nature of a digital economy, regulation needs to operate 

extra-territorially – ie. apply in the countries where data is processed or services are 

marketed to citizens or consumers of one state from companies and governments based in 
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another. Countries should emulate the EU's "GDPR" and construct means to enforce 

against foreign actors whilst not inhibiting international enforcement efforts. 

 

vii. Formalize Baseline Standards for Incident Reporting and Response 

 

There should be a mandatory legal requirement for the incidents to be reported by 

organizations within a specified time-frame to relevant authorities. There needs to be the 

establishment of standardized reporting formats and severity thresholds, as well as legal 

protections for those in breach and whistle blowers. 

 

viii. Enhanced Penalties and Person-Centered Deterrents 

 

Penalties are strictly necessary, albeit proportionate, operators do not risk the people 

governed for their malice or gross misconduct and directors or officers should also be liable 

in cases of wanton indifference angst if their crimes committed by companies. This will 

help in improving accountability at the upper echelons of corporate governance. 

 

ix. Support cyber resilience by looking at public-private partnerships 

 

States must create legal underpinnings for cooperation between the government, the private 

sector and civil society in order to improve cyber intelligence exchange, education and 

response. PPPs can help in replicating best practices across sectors 

 

x. Require Regular Review, and Sun Set Clauses 

 

Cybersecurity is the law of tomorrow, and as technology continues to change rapidly, these 

data protection laws must evolve with it. Sunset clauses, periodic reviews with the legalized 
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innovation and constant revision of outdated laws via feedback from industry stakeholders 

should be clear method legislators develop simultaneously. 

 

 

7.2.2. Best practices for corporations to achieve effective cybersecurity governance. 

 

With the expansion and complexity of cyber threats, businesses need to implement 

thorough, forward-thinking, and legally compliant governance approaches. The subsequent 

best practices provide a framework for embedding cybersecurity within fundamental 

corporate governance structures to attain operational resilience and adhere to regulatory 

requirements: 

 

i. Embed Cybersecurity into Corporate Governance Structures 

 

Cybersecurity should be treated as a board-level issue. Organizations must assign oversight 

responsibilities to a dedicated board committee or include cyber risk in enterprise risk 

management. The board and senior executives should be regularly briefed on cyber risks, 

regulatory developments, and incident response plans. 

 

 

ii. Appoint a Senior Cybersecurity Officer with Cross-Functional Authority 

 

A “Chief Information Security Officer (“CISO”)” or similar position should oversee the 

cybersecurity program, ensuring direct reporting to the CEO or board. This position must 

not be confined to IT alone, but should collaborate with legal, compliance, HR, and risk 

management departments. 

 

iii. Implement a Comprehensive Cybersecurity Framework 
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Utilize established cybersecurity frameworks like “NIST” CSF, “ISO/IEC 27001”, or 

COBIT to develop organized policies, controls, and procedures. These frameworks offer a 

consistent method for evaluating risks, implementing mitigations, and ensuring audit 

preparedness. 

 

iv. Perform Routine Risk Evaluations and Gap Analyses 

 

Organizations must carry out regular cyber risk evaluations to detect weaknesses, evaluate 

regulatory risks, and prioritize funding. These evaluations must incorporate external 

suppliers and distribution networks. 

 

v. Develop and Test Incident Response and Recovery Plans 

 

Corporations must maintain an updated and legally reviewed incident response plan that 

outlines roles, escalation procedures, breach notification timelines, and public 

communication protocols. Regular simulation exercises (tabletop drills) should test the 

readiness of teams. 

 

vi. Integrate Legal and Compliance Teams into Cybersecurity Operations 

 

Legal counsel must be involved in the development of cybersecurity policies and breach 

response processes to ensure alignment with data protection laws, breach notification 

obligations, and contractual commitments. Legal reviews should also precede major IT or 

data system changes. 

 

vii. Ensure Employee Awareness and Continuous Training 

 

Cybersecurity awareness must be institutionalized through regular training, phishing 

simulations, and role-based access education. Employees should understand their 

responsibilities and the legal implications of security lapses. 
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viii. Third-Party and Vendor Risk Management  

 

Establish a program guiding the security evaluations, contractual security considerations 

and breach notification requirements (if applicable). Ongoing oversight and assessment are 

paramount for remaining in compliance. 

 

ix. Utilize Technology to Facilitate Threat Detection and Compliance in Real Time 

 

Introduce advanced cybersecurity systems such as SIEM (Security Information and Event 

Management), EDR (Endpoint Detection and Response) or compliance indicators 

automation plugin. These tools help in identifying discrepancies and ensure a real-time 

response. 

 

x. Review and Update Cybersecurity Policies Regularly 

 

Cybersecurity policies are living documents. They must be reviewed at least annually, or 

with significant events, or if regulations change. The rewrites needed are in areas such as 

new technologies, the changing landscape of threats, or advances in law. 

 

 

xi. Keep transparent communication and reporting 

 

Set up internal reporting mechanisms that can be used to share vulnerability findings or 

instances of suspected data breaches without fear of victimization. To the outside world, 

be transparent with regulators and stakeholders by being open in disclosures and 

compliance statements when needed. 

 



143 
 

 

 

xii. Benchmark and Peer Collaboration 

 

Joining industry cyber alliances or information-sharing groups (i.e., ISACs) can also help 

to bolster threat intelligence and collective resilience. During the study, organizations often 

benchmarked against similar industries to identify gaps and adopt proven strategies. 

 

 

 

7.2.3. Suggestions for harmonizing international regulations and addressing 

jurisdictional conflicts. 

 

Cybersecurity risks transcend national borders, since digital infrastructure and information 

flows are global in scope, and the incentives to cause harm with cyberattacks almost 

universally exceed the legal possibilities of stopping them. Regulatory: Jurisdictional 

fragmentation leads to ambiguous compliance requirements, enforcement inefficiencies 

and increased risks for multinational corporations The following suggestions are intended 

to illuminate the need for alignment of regulation and avoidance of regulatory arbitrage: 

 

i. Multilateral Cybersecurity Treaties and Agreements Promote 

 

States ought to engage in the negotiation, ratification and ongoing implementation of 

binding multilateral treaty provisions or conventions — along the lines of the “Budapest 

Convention” on Cybercrime — that establish agreed upon limited levels whereby sector 

rules (including basic Internet liberty) transcend national static sovereign control. These 

frameworks could provide clarity on jurisdiction, evidence sharing and due process"while 

maintaining respect for national sovereignty. 
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ii. Build Common Standards Across the Globe for Cybersecurity and Data 

security 

 

International standards The United Nations, Organization for Economic Co-operation and 

Development (OECD) and G20 should partner with larger regions (such as the European 

Union (EU)), Southeast Asian Nations or African Union) to create global norms or 

minimum international cybersecurity guidelines across a range of related issues such as 

privacy. What these benchmarks look like is the question and they should cover key aspects 

like breach alerts, protection of critical infrastructure, consumer rights. 

 

iii. Support regulatory harmonization through soft law mechanisms 

 

For States, this should involve the translation of non-binding guidance/resources and model 

laws/regulations produced by international bodies into their domestic regimes. Soft law 

instruments such as the OECD Guidelines on Privacy Protection are more flexible and can 

contribute to global uniformity. 

 

iv. Balance Local Data Storage vs. Transfer Rules 

 

This leads to conflicts as data localization laws differ. The Paper recommends that 

countries should liberalize legal cross-border data flows by promoting mutual recognition 

frameworks (like the EU Adequacy Decisions) or striking bilateral data transfer agreements 

to ensure authorized and secure cross-border transfers of commerce in cyberspace with all 

stakeholders while not undermining their respective domestic privacy protection regimes. 
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v. Bilateral and Multilateral Cyber Dispute Resolution Forums 

 

To mitigate cross-border legal clashes, international arbitration or cyber dispute resolution 

should be created so such tight tangles can have an outlet. These tribunals may arbitrate 

jurisdiction clashes, regulate overlaps or dispute over data leaks, and stolen goods IP. 

 

vi. Establish a Unified, Global Regulatory Platform 

 

Establishing a new vehicle, modeled after the Financial Stability Board or ICANN, 

dedicated to coordinating cyber laws might provide an intergovernmental platform where 

cyber laws could converge and share alerts as well as resolve cross-border legal conflicts. 

It would also catalyze discussions around regulators, business and civil society 

organizations. 

 

vii. Uniform Terminologies in Cyber Laws 

 

Vague or non-uniform legal definitions (data such as “personal data,” “data breach,” 

“critical infrastructure”) also give rise to cross-border disputes. Definition harmonization 

through international consensus means there would be one burden for all global entities to 

comply with and less regulatory uncertainty. 

 

viii. Foster Cross-Border Regulatory Sandboxes 

 

Pilot regulatory sandboxes in few jurisdictions for testing harmonized cyber compliance 

models in a real-world environment. These sandboxes enable regulators and companies to 

explore interoperable controls and standards without sending a full system into production. 

 

 

 



146 
 

 

 

ix. Establishing Capacity Building & Regulatory Training for Cross Border 

 

It is difficult for them to draft and implement strong cyber laws. International donors and 

institutions can help by supporting technical assistance and legal training, as well as 

building cyber forensic infrastructure for more consistent enforcement worldwide — 

making sure that everyone plays by the same rules. 

 

 

x. Balance Sovereignty vs Interoperability 

 

Obviously, any harmonization effort complements the diversity of cultural, economic and 

regulatory differences. Competitive federalism can ensure inter-operability, rather than 

identicality; disciplined domestic standard-making can collapse the distance between 

nationalist fervor and international standards. 

 

The practice of cybersecurity governance by the top five global firms–Apple, Microsoft, 

Amazon, Alphabet (Google), and Meta–serves as solid a proof that in an information-

economy era, they are employing a matured yet strategic multilayered approach to 

responding cyber-threats. Most of these operate in complex and tightly interconnected 

environments, which means the ramifications from a cyber event go well beyond internal 

functions to potentially reaching billions of global consumers. Cybersecurity has moved 

from being a role only for IT departments, to an essential part of corporate governance and 

enterprise risk management. 

 

These businesses are taking an informed and proactive approach by integrating 

cybersecurity into their overall business strategy. What they are doing is now offering 

“greater specificity and clarity on the cybersecurity governance structures” with their 

policies, board level oversight and executive responsibility. A key component of this is 

some large organizations have Directors of Information Security reporting directly (or 
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near-direct) to the board or C suite, ensuring that cyber security gets very high level driven. 

These governance frameworks are further supported by internal audit teams and dedicated 

cybersecurity task forces as well as risk committees who regularly assess the threat 

landscape while ensuring compliance to globally accepted security standards, data 

protection acts viz., “GDPR”, “CCPA” etc. 

 

Moreover, they follow well-regarded guidelines such as the “NIST” Cybersecurity 

Framework and the “ISO/IEC 27001” to dictate their security policies, incident response 

protocols and data protection practices. They have also made considerable inroads into 

next-generation security technologies such as AI-driven threat detection, zero-trust 

frameworks and secure cloud infrastructure which reflect a modern stand on cybersecurity 

governance. 

 

Another highlight of their governance plan is full transparency. Most — though not all— 

publicly traded corporations including Telstra, Wesfarmers and NAB publish information 

about their cybersecurity policies, report incidents and breaches where require or 

convenient and engage with regulators a stakeholder to build trust. In addition to 

performing all these programmatic activities, undergoing regular security awareness 

training for employees and giving out their part by allowing the ethical hacking programs 

and external auditors shows that they lay significant importance on a culture of security. 

 

Nonetheless, the threat landscape continues to multiply in complexity with sophisticated 

cyber-attacks, nation-state threats and supply chain vulnerabilities developing on the 

systems where top-secret data is stored. They understand that cybersecurity is an ongoing 

journey, not a destination. This means constantly evolving their governance models, 

responding to new risks and partnering with industry counterparts and governments to 

improve the overall security of cyberspace globally. 

 

By overlaying the legal obligations, strategic priorities and technical capabilities of these 

five corporate leaders—Apple, Microsoft, Amazon (now rebranded as Meta), Alphabet 

(Google) and Meta—several commonalities emerge in the foundational cybersecurity 
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governance strategies that companies can exploit to create end-to-end cyber defense 

regimes. Such companies are facing an increasingly mature & differentiated global legal 

landscape, where the likes of “the General Data Protection Regulation” (“GDPR”) and the 

“the California Consumer Privacy Act” (“CCPA”), or the universal standard “ISO/IEC 

27001” not only as a compliance obligation but also as a motive to rethink holistic 

governance mechanisms. 

 

All of these companies have implemented a governance that is steeped in executive 

accountability and board-level oversight. Apple and Microsoft exemplify companies that 

have cybersecurity report directly to the C-suite, ultimately establishing internal 

committees equipped to govern risk management and policy execution. With a culture of 

governance and adaptability, it is common for compliance teams to collaborate with legal 

departments in updating themselves on the latest trends in cross-border regulations. 

 

These practices are also marked by a risk-based approach, and with an increasing 

importance given to strategic alignment with business goals (as laid out in leading 

governance frameworks like the "NIST" Cybersecurity Framework and COBIT). 

Accountability, with regular internal audits, third party assessments on testing your 

controls and practice security awareness training to test your users and simulate breaches 

to your incident response program, demonstrate the need for continuous improvement and 

organizational readiness. 

 

Although they wield economic and manpower might rival nation states, these corporations 

face challenges alike any other. They are heavily regulated and they have exposures to data 

breaches and compliance failings, that could land them in court. Facebooks Cambridge 

Analytica scandal (now Meta) — or enforcement actions against other tech firms — 

highlight what happens when governance breaks down: billions in fines, massive 

reputational hits, and more regulation. 

 

Highlights in the research from this dissertation align with the premise that cybersecurity 

governance is a transdisciplinary pursuit. This demands legal insight, technical capability 
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or prowess, strategic direction and moral sensibility. You can learn from the experiences 

of these firms’ cybersecurity governance, if treated as a strategic imperative instead of 

compliance exercise, can go on to form one of the building blocks for driving digital trust 

and long-term sustainability. 

 

Governance frameworks must remain agile, as cybersecurity threats evolve. It is all about 

developing an effective proactive mechanism that incorporates legal, ethical and 

operational dimensions for creating resilient organizations to face future cyber challenges. 

The best practices of these global leaders can serve as a blueprint for every other entity 

attempting to navigate the complex world of managing cyber security in an increasingly 

digital world. 

 

This is the summary of how the top five international companies provide cybersecurity 

governance. The lessons they learned peg good governance not on compliance or 

technology, but on building resilient systems, a security-centric culture and by holding trust 

of users and stakeholders. During this era of rapid, global digital transformation, other 

organizations aspiring to prepare for the future and navigate a more unpredictable cyber 

landscape will benefit from these strategies about how to best secure their organization's 

secrets. 


